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Web Smart Switch Configure
Please follow the steps to configure this Web Smart switch.

Step 1: Use a twisted pair cable to connect this switch to your
PC.

Step 2: Set your PC’s IP to 192.168.2.xx.
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Step 3: Open the web browser (like IE...), and go to
192.168.2.1 Then you will see the login screen.
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ID and the password: admin



Step 4: After the authentication procedure, the home page
shows up. Select one of the configurations by clicking
the icon.

- Administrator

- Port Management
- VLAN Setting

- Per Port Counter

- QoS Setting

- Security

- Spanning Tree

- Trunking

- Backup/Recovery
- Miscellaneous

- Logout
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* VLAN Setting
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Administrator: Authentication Configuration
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Authentication Configuration

Rl Setting Value
@ System Status
@ Load
@ Fimware Update Password | ***** max:15
o Reboot Device Confirm — |[eeses

 Port Management

Username admin max15

Note:

* Security Username & Password can only use "a-z","A-Z","0-9","_","+",".","="
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1. Change the user name and the password.

2. Click “Update” to confirm the new change.

Now, you can use the new user name and the password.



Administrator: System IP Configuration
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System IP Configuration

Sistemie] =
Configuaioh Setting Value
@ System Status IP Address W ’W ’Z_ "_

 Load defaultseting

o Fimware Update Subnet Mask e

9 Reboot Device
e Gateway [l

* VLAN Setting IP Configure ®Static O DHCP
* Per Port Counter
* cus s
* Security

* Spanning Tree

# Trunking

# Backup/Recovery.
* Miscellaneous

* Logout
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1. Change the IP address: type the new IP address or select
DHCP IP configuration.

2. Click “Update” to confirm the new change.
“Setting Process OK!!” will be shown on the screen.

Now, the setting of “System IP Configuration” is finished.



Administrator: System Status
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AL System Status
Auhentication
Configuration
jstem P
Confiayyeion MAC Address 00:03:ce:01:17:d4
o Sisfer S
 Load default setting Number of Ports. 24+2
@ Firmware Update Comment fswich ‘MAX 15
“ Port Management Contact IMAX:15
BN Settn Location [ [max:15
# Per Port Counter
e System Version V100211
 Security Upeate
# Spanning Tree
# Trunking Note:
Comment name only can use "a-z""A-Z","_","+""" "0-9"
 Miscellaneous
# Logout
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MAC address and system version will be shown on the screen.

1. Change the new comment of this switch by typing the new
comment.

2. Click “Update” to confirm the new change.

Now, the setting of “System Status” is finished.



Administrator: Load Default Setting
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~~ Administrator

Authenticat ’
Configuraton Load Default Setting
° P

g’osr::mmn recover switch default setting excluding the IP address, User name and Password

© System Status
 Fimware Update
@ RebootDevice

# Port Management

* VLAN Setting

* Per Port Counter

% Qos Setting

* Security

* Spanning Tree

# Trunking

# Backup/Recovery.

* Miscellaneous

* Logout
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1. Click “Load” to back to the factory default setting.
**Note: Recover switch default setting excluding the IP address,
User name and Password.

Now, the default is loaded.



Administrator: Firmware Update
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~~ Administrator

Firmware Update

o Authentication +
Configuration Please input the password to continue the

tom P Firmware Update process.
Configuration
@ System Status
@ Load default setting ReConfirm
o EliiareE Uadaid Tpde
o

Password

¥ Port Management NOllz;ev clicking the "UPDATE" button, IF the firmware update webpage is not redirected correctly or is shown as "Webpage not found".
# VLAN Setting Please connect to http://192.168.2.1

* Per Port Counter
* Qos Setting

* Security

* Spanning Tree

# Trunking

* BackupRecovery.
* Miscellaneous

* Logout
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Follow the instruction on the screen to update the new
firmware.

Please contact with your sales agents to get the latest firmware
information.



Administrator: Reboot Device
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“# Administrator Reboot Device:
© Authentication Click "Confirm" to Reboot the Device
Configuration

9 System P
Configuration

System Status
Load default seting
Firmware Update
Heboot Device

# Port Management

* VLAN Setting

* Per Port Counter

* Qos Setting

# security

* spanning Tree
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1. Click “Confirm” to reboot the device.

Now, the setting of “Reboot Device” is finished.



Port Management: Port Configuration
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¥ VLAN Satting. —r
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+ aos semn
* Securty )
T [ Cartent Status | ] ) Setting Status \
Hemenn " k| Speed | Duwles | Fowtul | TR dbliy | AwoNeso | Spesd | Dusker | b | Bchoresue | A0
i | | | | | | | cing |
¥ Miscellaneous L ON AUTO 100M FULL OoN oN OFF
* Loaoua =] on AUTO | loow | fuiL | ow | on ofF
3 oN AUTO | looM | FULL | oN | on oFF
4 ON AUTO 100M I FULL | oN I oN OFF
5 | oN AUTO | looM | FULL | oN |  on oFF
3 on AUTO | loom | ULL | on | om oFF
] on AUTO | 100M | FULL | ON | oM OFF
8 on AvTo | lood | FuL | om on oFF
9 on AUTO | 100M | FULL | ON on OFF
[0 on AUTO | 1M | FULL | ON | ON OFF
u | on AUTO | looM | Fuil | o | om OFF
1z | on AUTO | 100M | FULL | ON | oM OFF
13 on avro | 100M | FULL | oN on oFF
T = o | auto | looM | FuiL | ON on oFF
5 on AUTO | 100M | FuLL | om on OFF
16 OoN AUTO 100M | FULL | ON ON OFF
7 on AUTO 1004 | FULL | ON on OFF
18 on AUTO | loow | fuil | om on oFF
9 | | ow | avto | oom | oL | on | om “oFF
[ 2 [ ON AUTO | 100M | FULL | oN I oN OFF
2 1 oN A’UT’D 1 100M | FULL | ON OoN OFF
2 I ON AUTO 100M I FULL OoN oN OFF
‘23 [ - - - ON AUTO 100M | FULL | oN oN OFF
2| ® [10M | FUL | on | o AUTO | looM | FULL | oM on on
[ = | | [ on AUTO | 1000M | FuiL | O on oFF
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Select the “Port No.” - configure the mode below:
“Auto” - enable/disable Auto-Negotiation.

1

2. “Speed” - 10M or 100M mode for the selected port.

3. “Duplex” - Full or Half-Duplex mode for the selected port.
4. “Pause” - enable/disable for the selected port.

5. “Backpressure” - enable/disable for the selected port.

6. “Tx Capability” - enable/disable for the selected port.
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7. “Addr. Learning” - enable/disable for the selected port.

Port Management: Port Mirroring
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S domnte Port Mirroring
1 A 3 4 5 6 7 8 9 0 |u iz |8
Dest o |ob |ob | |o | |o |@ |o |o o |o
Port (15 |18 |17 |1 |1 |2 |2 |2 |3 |a |5 |»
o |o |opb | |o |p |o |@ |o |@ |o |@ |o
Monitored o
Packets B
1 2 3 4 5 6 7 8 9 0 |u |z |8
e G o o |o |o | |o |o o |o
+ spanning Tree Port w15 16 |7 |18 | |2 |2 |2 |23 |# |5 %
e o |o |ob |ob |ob |o |o o |o |o |o |o
* Backup/Recovery. Update
¥ Macoanson Mult o Multi Sniffer function
# Logout
TR e T

Port Mirroring is used to mirror traffic, RX, TX or TX&RX, from
Source port to Destination port for analysis.

1. Select the Destination port: you can choose port 1 to port
26

2. Select the Source port: by clicking the checking box of
the port.

3. Click “Update” to save the setting.

Now, the setting of “Port Mirroring” is finished.
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Port Management: Bandwidth Control
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il Bandwidth Control
Portho T+ Rate [ ReRate
o (0-255) {0l Speed) | 0-256)__(0FuaSpeed)
Low w

(1)32Kbps TwRx bandwidth resolution for port 1~ port 26.
Actual TRx bandwidth =Rate value x 32 kbps. The rate valug is 1255

High:
oS Setting SpeedBase | (1)256Kbps TxiRx bandwidth resoltion for port 1~ port 24
¥ Security Actual TRx bandwidth=Rate value x 256Kbps. The rate value is 1-255,
When link speed is 10MB. The rate value is 1~39
& feomsing Jve (2)the bandwidth resalution is 2048KKbps for port 25, part 26.
* Trmking Actual TRx bandwidh=Rate value x 2048Kbps. The rate value is 1-255
¥ e When link speed is 10MB. The rate value is 1~4.

When link speed is 100MB. The rate value is 1~48.

* Logan () (=)

Ifthe link speed of selected port is lower than the rate that you seting, this system will use the value of Ik speed as your setting rate.
Ifthe rate field is shown in red text, it means the link speed is lower than the using bandwidth

o T Rale Rx Rale e [ Tx Rate Rx Rale ey
[ Full Speed| Fuspeed] - | 14 | Full Speed| Ful Speed
2 Ful Speed| Ful Speed - 5 | Ful Speed | Ful Speed|
3 Full Speed | Ful Speed 16 Full Speed Ful Speed|
[ 4 Full Speed | Full Speed 17 | Full Speed | Full SDEMI
5 Full Speed Ful Speed 18 Full Speed Full Speed
s | Full Speed| Fulspeed| — | 18 | FulSpeea| Full Speed
7 Full Speed | Ful Speed 20 | Ful Speed| Full Speed
8 Full Speed | Full Speed 21 Full Speed Full Speed
e Full Speed | FulSpeed| - 2 | Ful Speed Ful Speed|
10 Full Speed | Ful Speed — 23 Full Speed T -
" | Full Speed | FulSpeed| | Full Speed | Ful Speed|  100M
2 | Eul Speed | Full Speed - % | Eul Speed| Full Speed .
[l Ful Speed Ful Speed % | Full Speed Ful Speed |
MpE0 1603 sk 5 @mm w1005 -

1. Select the “Port No.”: you can choose port 1 to port 26

2. “TX Rate Value”: set the transmission rate of the selected
port. (0:Full speed; 1~255:Specified bandwidth.)

3. “RXRate Value”: set the receiving rate of the selected port.
(O: Full speed; 1~255: Specified bandwidth.)

4. “Resolution” : Low: 32 kbps / High: 512 kbps
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5. Click “Update” to confirm the setting or “LoadDefault”.
Now, the setting of “Bandwidth Control” is finished.

Port Management: Broadcast Storm Control

£ SmartSwiich Web-Base Controller - Windows Internet Explorer
O - [enpunozies2.y 3 (%1% E
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Broadcast Storm Control

Threshold o
1 2 3 4 5 6 7 8 9 10 (11 12 [
e o |o |o |ob |o |o |o |o o |o |o |o
Port 14 (15 [16 [z [18 [19 [0 |21 [2 |23 [20 |25 [z
o |o |o | |o | |o |@g |o |o |o |@ |oO

Update:

This value indicates the number of broadcast packet which is allowed to enter each port in one time unit. One time unit is 50us for Gigabit
speed, 500 us for 100Mbps speed and 5000us for 10Mbps speed

hipi192.168 2.1 Broadossthim (5 @ Eeme w100

1. “Threshold” - Set the threshold from 1~63.

2. “Enable Port” - per port to define the status of broadcast
packets.

3. Click “Update” to confirm the setting.

Now, the setting of “Broadcast Storm Control” is finished.

-12 -



Port Management: PoE Configuration
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POE Configuration
s Bandwidh Control Port 1 2 3 4 5 6 7 8
L Evo"a‘:i;zs( Storm Enable
PSE Current No Load No Load NoLoad | Noload | Noload Noload | Noload | Noload
SVLAN Sethrg Minimun Output
# Per Port Counter
Qos Setting POE Class
 Security
ity Port 09 10 1 12 13 n 15 16
# Trunking Enable
¥ Bectinaschn PSE Current No Load No Load No Load No Load No Load No Load No Load No Load
* Miscellaneous
Minimun OQutput
# Logout
POE Class
Port 17 18 19 20 21 2 23 24
Enable
PSE Current No Load No Load No Load No Load No Load No Load No Load No Load
Minimun OQutput
Power
POE Class
Update:
Update: Update the power control funtion.
Enable™ :Power On
EnablezPower Off a
p192.168.3 LIFOE 5 @ #100% -

Remote access and monitor the attached PD (Powered Device)

status by using Enable/Disable function.

**Total Power of 24-port PSE/PoE: 184.8W

1. Enable: POE of the port is able to supply power to the

attached PD (Powered Device)

2. PSE Current & Minimum Output Power: The status of
the port current and minimum output power.

3. POE class: each POE port will detect the class of the
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attached PD (Powered Device)
4. Click “Update” to confirm and finish the setting.

Now, the setting of “PoE Configuration” is finished.
VLAN Setting: VLAN Mode

= SmarntSwitch Web-Base Controller - Windows Internet Explorer mEE
& - empmees2y el e

W 4 | @ smartSwitch Web-Base Controller
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10 12 14 16 18 20 22 24
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111315171921 23 26

5 Aomnte VLAN Mode
# Port Management

“# VLAN Setting

VLAN

o AN mode
Mode

S VLAN Member

Fort Based VLAN

S Mullito 1 Setting
% Per Port Counter

ttp192.168 2 /7L ANMaode him (& @ WS K100% -

There are two VLAN modes : Port Based VLAN and Tagged
VLAN.

Click “Change VLAN mode” to select the mode.

**If the Port Based VLAN function is enabled, Multi to 1 setting
and tag Based VLAN will be disabled automatically.

Now, the setting of “VLAN Mode” is finished.
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VLAN Setting: VLAN Member Setting (Port Based)

Smart$ ler Lernct e

x| l4lix
W 6 | @smanswich Web Base Contolkr | Ssiyee - BNRL) - SIIPE - 1 FERE - O TRO -
0/100 + 2Port Giga WebSwitch
[}
VLAN Member Setting (Port Based)
Fort
Dest PORT 01 02 03 04 05 i 10 11 12 13
select o] <] ] 8 L) ] o] = =] B o] a
Dest PORT 14 15 16 17 18 19 0 2l 2 23 24 25 26
select = 1=} 12] =] a 4
() (e
VLAN MEMBER
Pl 100 0 e Lo L (2 2 (2 f2 |2 (2 |2
1 ]2 |3 |+ |5 [6 |7 (8 [9 [0 |1 2 3 [4 |5 (6|7 |8 (9 [0 |1 (2 |3 |4 |5 (6
1 v |v |v |v |v [v |v [v |v [v |v [v v v [v [v |v |v [v [v |v |[v |v |¥ [v |¥
2 v |v v |v v |v fv |v fv v |v v |v [v |v |v |v [v |v |v |v |v [v |¥v [v |¥
3 (v fv v fv (v |vv v (v v v |v|v|v e |v|v v |v v |v |v|[v|v v |¢
4 vo v |v |v |y [v |v fv |v [v |v [v |v |[v [v [v |v |v [v [y |v v |v |v |v |¥
S v fv v |v v |v fv |v |v v |v v |v |v |v |v |v |v v |v |v |v [v |v [v |¥
6 v [v v |v [v (v |v |v [v |v |v [v |v |v [v [v |v |v v |v |v |v |v |v |v |¥
T v fv v |v v |v fv |v |v |v |v v |v |v |v v |v |v |v |v |v |v [v |v [v |v
B v |v v |v [v v v |v|v v |v|v|v| v |v |v|v|v|v|v|v v [v]|v|v|¥
L vo|v |v |v |v [v |v [v |v [v |v [v v v [v [v |v |v [v [v |v v |v|v v |¢
10 (v v |v |v |v v v |v|v|e|v|v|v|v v |v|v|v|v v |v|v|v|v|v |v
1L v fv v [v v fv v |v [v v |y |v |v v |v v |v fv |v |v v |v |v |¥v [v |v
12 v |v v v v |v|v e v v v v |vfvfve|o]|efe]fe|v|e]v]|e|v | |0
13 v [v [v [v v |v v |v [v |v |v |v v [v |[v [v |v v |v v |v |v |v |[v [v |v
B v [v |v [v |v v v |v [v v v v v v v |v|vfv|v v |v|v]|v |v |v|v
15 v |v (v |v |v |v |v |v v v |v |v v [v |v v [v v [v [v [v|v]|¢v|[v |r|v
16 v [v [v [v |v [v v |v [v |v |v v |v [v |[v |v |v |v |v v [v |v |v |v [v |v
7 |v|v|v fv|vijvlv|riviv|r v |viv|rlv v v v v |v|v |7 |*|v]|¥
B v |v |v |v |v |v |v|v v |v |v v v [v |v [v [v [v|v [v [v|v]|¢v[v|¥v|v
19 v [v [v [v |v v v |v v |v |v v v [v v |v|v v |v v |v|v]|v|v |v|v
2 v [v|v [v|v (v v v ivivfv|v (v v v |v|v|v|v v v |v|[v v [v |v
2l v fv |v [» |v [v fv Jv |v [v v |v [v [v |v |v |v |v |v |v |v |v |v |v [v |v
2 v |v|v v v |v|vi|v|viv|v|v|v|v|e v |v|v|v|v v |v|v|v |v|v |
2B v [v |v [v |v (v [v v v ivfv|v (v v v v |v|v v v |v |v [v |v [v |v
24 v |v v |v v |v |v v |v |v |v|v|v v |e v |v|v v |v|v|v|v|v |v|v
25 v |v v v v |v|v|v|v v |v|v|v|v|v|v|v|v v |v|v|v|v|v|v|v
% v [v |v [v |v [v[v|v |viv[v|v (v v v v |v|v|v v |v v v |v [v |v
Pt ofe fr o froqn gL L oj2 (2 2 2 (2 |2 |2
1|2 [3 |4 [5 |6 (7 |8 (9 [0 |1 |2 |3 [4 6 |7 |8 [9 [0 1 |2 |3 |4 [5 |6
VLAN MEMEER
|
MepHI92 168 2 LVLANIethim (5 @ o ®100% =

You can select a port group.
1. Click the port numbers: which you want to put them into the
selected VLAN group.
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2. Click “Update” to confirm and finish the setting.

3. Click “LoadDefualt” to back to the original factory setting.

Now, the setting of “VLAN Mode” is finished.

VLAN Setting: Multi to 1 Setting

2 SmartSwitch Web-Base Controller - Windows Internet Explorer [mEE
755

O - [empmsi6s2.1

W 4 | @ smartSwitch Web-Base Controller

HPot 0400+ PotGiga WekSvch 55

* Administrator
“ Port Management
“/ VLAN Setting

@ VLAN mode
@ VLAN Member
o Mo T Seiing
 Per Port Counter
# QoS Setting
# Security

Multi to 1 Setting

Destination PortNo.

5 Skype -

[ore

PIESES

REEM -

= FIEIR)

T B ER Y @ TREOQ -

Current Setting

Port:-

Disable

03
o

04
[u]

05
[m]

06
[m]

07
[m]

Port

15

16

17

18

19

o808

* Spanning Tree. o o o o [m] [m] [m]
* Trunking

# Backup/Recovery
* Miscellaneous.

* Logout

Note: "Disabled port" defines the switch physical port which is disabled.

1.4 example for Multi-to-1 structure

Ports

2
Destination Port/ @»4 5
Current Setting : E

\@ N

2.The original setting of the VLAN Group will be cleared and replaced by this special structure if you enable this function.

On the other hand, If you set the VLAN Group again, this special structure will be cleared and replaced by your newest setting.
3.This configuration is port base VLAN only.

VLAN Groups

hitp192.168.2.1 VLANFTTH him £ € IR %100

This is a special design for easily setting the switch VLAN into
“VLAN Per Port".

1. Choose “Destination Port No”.

2. Choose “Disable Port”

3. “Disable Port” — choose the port which you don’t want to
use

4. Click “Update” to confirm and finish the setting.
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After this setting, all ports can only connect to destination ports.

Per Port Counter: Counter Category

72 SmartSwitch Web-Base Controller - Windows Internet Explorer

& - e mpnsieszy 3 (47 738
% & @ SmanSwitch Web-Base Controller Raskype - MERQO - @ FEER - G ERG - O TAO -
- g 246 BI01214161820 2224
24Port 101100 + 2Port Giga WebSwich BEEEEESoaEDS o
I 35709 1113507192123 2526

::‘""“" Counter Category

¥ VLA Setung = — —

 Per Port Caunter Counter Mode Selaction: | Tmown Packet & Reoee Packs |7

*  EodCounted | Port Transmit Packet | Receive Packet

o8 Sarng o1 0 0

>

i e 3 IIC 0

* Trunking 03 L] 0

|+ BackupRecorery 04 0 0

* Miscellancous 05 0 0

 Logout 06 0 0
07 0 0
[ 0 0
[ 0 0
10 0 0
11 0 0
12 0 0
13 0 0
14 0 0
15 L] 0
15 0 0
7 0 0
18 L] 0
12 0 0
20 L] L]
21 0 [}
2 0 0
23 L] 0
2 00 ™
3 0 0
26 0 0

[[Fefiesh
wclim 4 @ R 5100% -

You can read the transmitting and receiving packet of the
connecting port.
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Click “Refresh” or “Clear” the data.

QoS Setting: Priority Mode

2 SmantSwitch Web-Base Controller - Windows Internet Explorer D[@

& - [empmeiss2y s

s 6 | smanSwitch Web-Base Controller = Rsire - RERW - BFEGER) - 5 FAQ - O THO -

>
bt Priority Mode
* Port Management
¥ VLAN Setting
* Per Port Counter
Sela Priority Mode
; ; @FirstIn-FirstOut
@ Priority Mode -
s Por, 8021p PIDS. Mode | OAl-High-before-Low -
based ©Weight-Round-Robin.  Low weight[0 ¥|  High weight: [0 ¥
o TCRIUDP PortBased
Update
S
¥ T Note: When the queue weight s setto "0", it will be treated as "8"
0 The "low wieght" and "high weight" means the ratio of the packet in the transmit queue. For example.
Gt If “low weight" and "high weight" are setto “3" and "5", the ratio of the trasmit packet for the low priority to high priority is 3/5.
# Backup/Recovery
# Miscellaneous
# Logout
g 1521662 1eSbi FTY B

There are three Priority Modes to select.

1. “First-in-First-Out” - the first receiving packet will be firstly
transmitted.

2. “All-High-before-Low” — All packets will be assigned to
either
Q2(high) piority queue or Q1(low)
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priority queue.
3. “Weight-Round-Robin” - set the ratio of the transmitting
packet
for the low priority to high priority.

4. Click “Update” to confirm and finish the setting.

QoS Setting: Class of Service Configuration
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= SmartSwitch Web-Base Controller -

O - [ememisszy

WO | @ smanswitch Web-Base Controller

4 6

UPor 10100+ Por Giga WebSvich ESEES

357

Windows Internet Explorer

v 4 X Pl

# Per Port Counter.
QoS Setting

3 Priomy Mode
3 Pon B021p PO
based

‘hp52 1682 10EF b

Class of Service Configuration

Protocol Option
FTP(20,21) FIFO v
S5H(22) FIFD
TELNET(23) FIFO v
SMTP(25) FIFO »
DNS(53) FIFO »
TFTP(B9) FIFO »
HTTP(80,8080) RIFO
POP3(110) FIFO
NEWS(119) FIFO »
SNTP(123) FIFO v
NetBIOS(137~139) FIFO
IMAP(143,220) FIFO w
SNMP(161,162) FIFO v
HTTPS(443) FIFO &
MSN(1863) FIFO v
XRD_RDP(3389) FIFO @
QQ(4000,8000) FIFO v
ICQ{5190) FIFO v
Yahoo(5050) FIFD »
BOOTP_DHCP(67,68) Lov
User_Define_a FIFO »
Usel;DefmeJ) FIT0
User_Define_c FIED w
User_Define_d FIFO »
l;ﬁlFuD’:gr: U;::‘_ Define_a u::"_ Define_b u;;_ume_c U;:rn_ Define_d
Masig0-3%5) Mask 0 Mask [0 Mask® Mask 0

Note:The mask defines which bit is ignared within the IP address bit 0~ bit 7
For example, UDP/TCP port = 65535 and mask = 5,this means 65530, 65531, 65534 and 65535 are all taken into account.
UDPITCP port =65535 and mask=0, this means only 65535 is taken into account
TCP/UDP port QoS function MotOwmi v
Note:\When the "override” item is selected, the Port_based, Tag_based, IP TOS_based, CoS listed above will be ignored

[@=)

F-F-O: The inct will

The Class of Senvice for TCP/UDP part number allows the network administrator to assign the specific application to a priotity queue.

Discard: The incoming packet will be discarded at the Source port
Il b

High: The wel wi

Low: The incoming packet will be forwareded with the Low priority.

You can set QoS mode of per port by different bases.
TCP/UDP > TP TPS/DS > 802.1P > Physical port

1. “TCP/UDP Port” — effective for the selected physical port

only.

-20-
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ports.
The packet queue will be transferred based on the number
of “Weight-Round-Robin” on QoS Setting: Priority Mode.

** Weight-Round-Robin — Q1~Q8
**“Drop” - packets will be dropped.

2. “Priority Setting” - It means the packets with special IP will
be
firstly transmitted.

3. “802.1p”" — Priority mapping table as the screen shown.

4. “Physical port” - you can select the port which you want to
configure as Q1~Q8 priority.

5. Click “Update” to confirm and finish the setting.

Now, the setting of “Class of Service” is finished.
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Security: MAC Address Filter

= SmartSwitch Web-Base Controller - Windows Internet Explorer

G - e mpnsisszy 3[4 x T3F
% & @ SmanSwitch Web-Base Controller Raskype - M WRQD - @SFIENR) - RGO - O TAQ -
4 6 8 101214 16 18 20 22 24

24Port 101100 + 2Port Giga WebSvitc éggggggaaﬂ

1113 1517

A MAC Address Binding

* Port Management

¥ VLAM Setung

* Per Port Counter Port No. MAC Address

¥ Qo Setting

 Security j

o [ECAGE
in
@ TCPILDP Filter u

it Select Port 01 [¥] Binding [ ¥

# Trunking

e iy Note: If you enable the MAC address binding function, the address leaning function will be disabled automatically. Then both RSTR/STP and address

learning will be affected.

» Miscellaneous

i [ Port Ho. | Binding Status [ Port No. | Binding Status
1 Enable | 14 Enable
2 Enable | 15 Enable
3 Enable | 16 Enable
4 Bnable I 17 Enable
5 Enable | 18 | Enable
6 Eucble | 19 Encble
7 Enable | 20 Enable
8 Enable | 21 Enable
9 Ensble | 2 Enble
10 Enable E) Enable
T} [ Enable | 2 [ Disable
12 Enable | 25 Enable
13 Enable | % Enable

Nole: The MAC addiess of cuntent management connection is 00:19:21 6210454 at porl 24,

hitp192 1682 WLockMAC b CICE ] 100% -

Set special MAC address to activate on the selected port
1. Choose “Select Port” — port 1~26

2. “Binding” — “Enable”: allow the packet with the specified
source MAC address to enter this port.

3. Click “Update” to confirm and finish the setting.

Now, the setting of “MAC Address Filter” is finished.
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Security: TCP_UDP Filter Configuration

& Switch Web-Base Controller - Windows Tnternet Explorer
O - B2y DICES 2
W @ | @ smariSwiich Web-Ease Coniroller fskype - MEWQ - WFEIR) - [ RE v & TRO) v

 AEairor TCP_UDP Filter Configuration
# Port Management
* VLAN Setting
# Por Port Counter | Function Enable [ [Dissbe v
* DoS Seting —
+ Socurity o
3 MAC Adaress Port Filtering Rule | (1)The outgcing packet with selected protocol will be either formarded of dropped at sacure WAN pont as the figure shwon below,
ainang (2)'negative” meaus the celected protocol will be drapped and other protocols vill be forwarded.
o [CRLCPFE “posiive” means the selected protocal will be forarded and other protocol will be droped.
% Somming fiue OFTe | OssH | OTELNET | ‘ CIHTTR
i o coon | @ | Bsurres CIDNSE3) OTFIRES | e CIPOR3(LLG]
* BackupRecovery n I 1 I 1| I |
CIsump | CHTTPS | DXRD_RDP | CIBOOTP_DHCP N
A aeLeD| @ | G e [ClUser_Define_a | [lUser_Define_b | CUser_Define_c| ClUser_Defi
[
b Olforiot | Dperioz | Drenios | Clrenios Oltertos DOlferios | Cror7 [
| Secure WAN port | Clpon13 | Crerild | Orenls | Orortlé Orortl? DOrorl8 ‘ Oronl® Oror20
025 028
| Note:The description of Secure WAN port is shown below.
TELNET Chent.
FTP Client, Svitch
HTTP Client p:|? Engins.
it side
Example: Set the secure WAN port at PG
< >
Wy 1921632 MLockPost b 3@ M H100% -

You can enable or disable this function of per port.

If the “Function Enable” is “Enable”, please kindly check the
following setting:

1. “Port Filtering Rule” —
“‘Deny”: the outgoing packets to the selected port with
selected

protocol will be dropped and other protocols will
be
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forwarded.

“Allow”: the selected protocol will be forwarded and other
protocol will be dropped.
2. “Secure Port” — choose secure ports which you want.

**Note 1:

a. The secure WAN port should be set at the physical
port which is connected to the server.

b. Once this function is enabled, the switch will check the
destination TCP/UTP port number at the outgoing
direction of the secure WAN port.

If the condition matches, this packet will be dropped or

forwarded.

**Note 2: The description of Secure WAN port is shown on
the
bottom of this screen.
3. “Protocol” — choose protocols which you want.

4. Click “Update” to confirm and finish the setting.

Now, the setting of “TCP/UDP Filter Configuration” is finished.
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Spanning Tree: STP Bridge Settings

2 SmartSwitch Web-Base Controller - Windows Internet Explorer

O - [enmpuszies2.y

W & | @ smantSwitch Web-Base Controller

Pt 0400+ PorGiaWekSvch 55

* Administrator
* Port Management
 VLAN Setting

STP Bridge Settings

3 Skype -

# Per Port Counter STP Bridge Status
¥ QoS Setting Bridge Priority | Hello Time Max Age [Forward Delay|
¥ STP Mode
P ©~61440) || (1~105e0) || (6~40ec) || (430 Sec)
# Spanning Tree - = 0 ) 1
o [ETPBridge Sefiingg
@ STP Port Settings
# Trunking \Note: 2*(Forward Delay-1) >=Max Age,
* BackupRecovery
S - \Mzz Age >=2*(Hellb Time+])

fEEM -

MIEIES

& FIENR)

* Logout

STP Bridge Status
STPMode || Bridge Priotity:iD || Hello Time || Max Age |[Forwaid Delay]|
RSTP || 320680003CEOI17D4 | 2 | 20 | 15 |

Root ID
I'm the root bridge!

hitp:192.168.2.15tpBridge him

This setting is to avoid the loop network.

1. Select the “STP Mode”- choose “Disable”, “STP” or “RSTP”

2. Set the “Bridge Priority” — Set the priority of the Bridge

3. Set the period of “Hello Time” packet — Provides the time
period between root bridge configuration messages.

4. Set the “Max Age” - Indicates when the current
configuration message should be deleted.

5. Set the “Forward Delay” time — Provides the length of time
that bridges should wait before transitioning to a new state
after a topology change. (If a bridge transitions too soon,
not all network links might be ready to change their state,

[ @ P 5100
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and loops can result.)
6. Click “Update” to confirm and finish the setting.
Now, the setting of “STP Bridge Settings” is finished.

Spanning Tree: STP Port Settings

G - B npneiesay ] o Bl
% & | smatswilch Web-Base Controller Sskype - BMNG) - WFERER - CERG T OTRO

b STP Port Settings

* Port Management

¥ VLAN Setting

* Per Port Counter STP Port Settings

+ Qos Setting REC (Rool Fath Coel)

* Security Friority

Py Fort No. 02409 (1~200000000)

. 0=AUTO
o ETEFo s - -

% Inmeig Setat

* BackupRecovery

* Miscelianeous.

¥ Logout

STF Forl Status
Port No. REC Fricrity State Status Designated Bridge Dexg:md

1 Autof) 128 - Disable
2 At 128 = Disable
3 AutoD 128 = Disable
4 Auto) 128 - Disable
5 ulod 128 = Disable
5 Aulof) 128 = Disable
7 Autof) 128 - Disable
B AutoD 128 = Disable
9 Aulof) 128 = Disable
10 Autof) 128 - Disable
11 Autod) 128 - Disable
2 Autod 128 = Disable
13 Autof) 128 - Disable
14 At 128 - Disable:
5 uto0 28 = Disable
16 Aulo) ] = Disable
17 Auto) 128 - Disable
B Autod 28 E Disable
9 Aulo) ] = Disable
20 Autod) 128 - Disable
21 At 128 - Disable
2z Auto 28 = Disable
23 Autod) 128 - Disable
% Auto:200000 T Formarding
23 Autod) 128 - Disable
% Autod) 128 - Disable

Choose “Port No.” : Port 1 ~ Port 26
Choose “Priority”: 0~ 240
“RPC” = Root Path Cost: 0 = AUTO. When the loop is

wnh =
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found, the STP/RSTP will calculate the cost of its path.

Trunking: Link Aggregation Settings

2 SmartSwitch Web-Base Controller - Windows Internet Explorer

&~ e nmpnozies2l (%] 05¢] [Free Radio TV Cust |o
% @ | @ smanswitch Web-Base Controller = [skpe - BEEM - SFHR - AR - G THO) -

2ot 010+ ot i Hetvich S5

Trunking
System Priority I ! (1-65535)
Link Aggregation Algorithm Il MAC SickDst w|
Link Group 1 Link Group 2 Link Group 3
PL | P2 | B3 | P4 | PS5 | P65 | P7 | B8 25 26
Member
State [Disetle v D v Disble v
Type [Lacr v LACP v LACP v
Operation Key I (1~65535) B | (1-65535) s (1-65535)
Time Out | Short Tirme Out v Short Time Out vi Short Time Out -
Activity [Passive v Passive v | Passive v
‘Submit
Note: If you enable LACP on some specified ports and their link partners are normal port without L ACP,these specified ports cannot transmit packet
tofeceive packet from the link partner.

Myi192166 21 Trwklacp 0 @ FREK 100!

There are two groups to choose and max. for each group is 4
ports.
**Link Group 3: combo port - Port 25/Port 26

Click “Submit” to confirm and finish the setting.
“State” — Enable / Disable

“Type” — LACP/ Static
“Activity” — Active/Passive: Both switches use “LACP” to
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configure the Trunk, at least one of them should be
“Active”.

Backup/Recovery

2 SmartSwitch Web-Base Controller - Windows Internet Explorer

&~ e mpmszies2 DR e
W & |@ smartSwitch Web-Base Controller Rskype - REAM - SFER - AR v & TEQ ¥

# Administrator Configuration Backup/Recovery
# Port Management
% VLAN Setting Backup(Switch—PC)
* Per Port Counter
§ o Please check "Download” to download EEPROM contents.
* Security
 Spanning Tree
# Trunking ¥
: Recovery(PC—Switch)
# BackupRecovery
* Miscellaneous Select the image file
* Logout (8.
Password: | (e
hitp192.168.2 | bckup htm. Y. 5100

Follow the instruction on the screen to update the original
setting.

“Backup” - Click “Download” to confirm the setting.
“Recovery” — select a file and key in the password - Click
“Update”

to confirm the setting.

-28-



Miscellaneous: Miscellaneous Setting

£ SmartSwitch Web-Base Controller - Windows Internet Explorer X]
8- empmeisszy iR [ e 2F

% 4 | @ smartSwitch Web-Base Controller — Qskype - REEM - SFPR - EEQ - G TEO -
10 12 14 16 18 20 22 24

Pt 040+ PotGie Wetwich SESSESSECEES

o o |
111315171921 23

# Administrator Miscellaneous Setting
* Port Management
¥ VLAN Setting =
pemied Output Queue Aging Time
> Qos etting AQINgMe | 16 output queue aging function allows the admiristrator to select the aging time of a packet stored in the output queue. A packet stol
* securty 21 | fora long time willlower the free packet buffer, resuting inthe poor utization of the buffer and the poor swich performance
# Spanning Tree
o VLAN Striding
> wp/Recover
st SN | When tis function s enabled, the switch willforward a un-cast packet o the destination port No matter whether the destination porti
e ) ng
Miscalaneois eS| group
¥ Logout
IGMP Snooping V1 & V2
1GMP
Snooping | IGMP Snooping V1 & V2 function enable
Disie v

VLAN Uplink Setting
Port01  |Pot02 |Pot03 |Pot04 | Pot05 |Pot06 |Port07 |Pot08 |Pot09 [Port10 |Port11
©Uplink1| OUplink1 | OUplink1 | ©Uplink1 | OUplink1 | ©Uplink1 | ©Uplink1 | ©Uplink1 | O Uplink1 | ©Uplink1 | OUplink1
©OUplink2| OUplink2| OUplink2 | ©Uplink2 | OUplink2| OUplink2 | ©Uplink2| OUplink2 | O Uplink2 | O Uplink2| O Uplink2
Pot14  |Pot15 |Pot16  |Pot17 |Pot18 |Pot19  [Pot20 |Port21 |Pot22  [Port23 | Port24
©Uplink1| OUplink1 | OUplink1 | ©Uplink1 | OUplink1| OUplink1 | ©Uplink1 | OUplink1| O Uplink1 | OUplink1 | OUplink1
©OUplink2| OUplink2| OUplink2 | ©Uplink2 | OUplink2| OUplink2 | ©Uplink2| OUplink2 | ©Uplink2 | O Uplink2| O Uplink2
OClear Uplink1
OClear Uplink2

Update:

AnTlA~T

< j >
hitp 192 1692 1MISC him - - = | G ommEs ®100% -

1. “Output Queue Aging Time” - You can set queue aging time
into different milliseconds or disable this function.

2. VLAN Striding” — You can enable/disable this function.

3. “IGMP Snooping V1 & V2” — You can enable/disable this
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function.

4. “VLAN Uplink Setting” — Set “uplink1 or uplink2” or “Clear
uplink1” or “Clear uplink2”

5. Click “Update” to confirm and finish the setting.

Logout: You can click “Logout” to logout.

2 http://192.168.2.1/logout htm - Windows Internet Explorer

& - e nipi192.1682.1ogouthim
% 4§ | @npu192.168.2.1M0gout him

3 [] [Free Ra o 5

Rskype - REEM - SFEHR - BHEED > G TEOQ -

Logout?

(3 @ s %100
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