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1. OVERVIEW

1.1 PRODUCT DESCRIPTION
DN-16023 is an easy and effective IP Camera product for remote monitoring
/administrating. The setup for this device is simply. Built-in Web server allows you to use
web browser (e.g., Microsoft IE) through LAN or broadband network in any time and any
place. Type the IP address of the IP-CAM camera on the network address line to carry
out the works of remote image monitoring and administration.

In addition, the camera supports many network protocols such as PPPoE, DHCP,
STATIC IP, DDNS, SMTP, FTP and NTP with high-performance SDRAM control and
memory card access. The built-in TV Out decoding/coding device can display the most
popular TV screen (supporting NTSC and PAL) in families with combining fast Motion
Detection and SD Expansion Card in hardware. Moreover, DN-16023 is equipped with IR
LED lightening, so it has the function of night vision. Besides, this device also has the
function of recording and real-time photographing. To a family, such remote monitoring
can reach professional security and have great fun.

1.2 PRoODUCT FEATURE
» Use standard Web Browser ID to monitor, record, and shot remotely

»  Maximum 640x480 Full screen

>  Allow to view images from multi-camera

>  Allow on-line image viewing remotely for multi-user simultaneously

»  Motion Detect, monitor and store triggered photographs at any time for the whole day

>  Remote real-time recoding to the device and trigger to sending images to FTP & E-Mail &
SD Card & PC

»  Support virtual IP and port switch in IP DSALM

»  Support several communication protocols, TCP/IP, DHCP, SMTP, FTP, PPPoE, DDNS,

»  Use functional authority setting, name registration and password protection

»  Support the dynamic IP network function of DHCP

»  Support ADSL network of PPPoOE user

»  Standard RJ-45 network connector, support 10/100 BaseT network transmission

1.3 PRODUCT SPECIFICATION

Image Size: 160x120, 320x240. 640x480 adjustable
Image Quality: Fine, Normal, Basic adjustable

Video Frequency: 50 Hz for PAL, 60 Hz for NTSC
Image Compression Format : M-JPEG

Focal Distance Range : From 30mm to infinity adjustable

L 2R 2R 2R 2% 4
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Digital Zoom : 4X

Video Recording : Video Frame rate setting : auto; 1, 3, 5, 10, fps

Motion Detect Trigger Function, image sent to FTP & E-Mail & SD Card & PC
Support TCP/IP, SMTP, FTP, PPPoE. DHCP Protocol

Network DHCP or manual setting network IP, and support ADSL network of PPPoE

L 2R 2R 2R 2R 2

user
Build-in web server and the functions of Active-X and Java

Remote single picture captured with JPG file format, remote continuous screen
recorded with AVI format

Microphone : High touch 10¢-40db+3

TV OUT Video Output: support 50 Hz for PAL, 60 Hz for NTSC

Night vision lightening illumination: Auto and Manual selection, IR LED x 6/ 5¢/850A
Standard RJ-45 network connector, support 10/100 Base T network transmission
5V/ 1A exterior switching power adaptor

Power Consumption : 520mA(max)2.0W(max)

L 2R 2

L R 2R 2K 2K 2R 2R 2

Operating environment : 5°C~40°C

*

Storage temperatures : -0°C~55°C

€ Humidity : 5%~85% non-condensing

1.4 PRODUCT ACCESSORIES INCLUDE

1.  DN-16023 IP-Camera

2. Power adaptor, 5V/ 1A Switching Power adaptor

3. Ethernet Cable (red), used to connect to the network card of PC for testing and
configuring the product
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Ethernet Cable (blue), used to connect to Hub, ADSL modem, IP Share
TV OUT A/V Cable
Setup CD
This User’s Guide
Accessory for hanging and fastening
1.5 SYSTEM REQUIREMENT
PC
€ Processor: Intel Pentium 4 ® 1.4GHz or above is recommended
¢ RAM: 256MB or above
® Operation System: Windows 2000° or Windows XP®
€ Hard Disk: Minimum 10MB or above
Network
Network Card: 10/100 base T
Network Setup: Accessing Internet normally
Web Browser: Microsoft Internet Explorer 6.0 or above
Connect Network Equipment: ADSL modem, IP Share or Hub
Active-X for activating control items and plug-in
1.6 DN-16023 EXTERIOR FUNCTION INTRODUCE

© N o ok

L 2R 2R 2R 2R 2

IR LEDX6

Focus Adjustable

Microphone

Status Light
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DC JACK RJ-45 JACK
TV_OUT JACK
SD Card Slot
Reset Switch

Usage of Reset Switch:
While the system is active normally, press and hold Reset Switch for a short time (about 3 to 5

seconds) till Status LED lights up. The system will restart the device and recover to the factory
default settings.
SD Card Usage Diagram:

1.7 TV_OUT FUNCTION INTRODUCE

Adapter

Audio] [ Video ”

TV_OUT
Cable

4 L Reset Switch

IP CAM USER’S GUIDE PAGE 6/57 Rev. PV1.0



IP CAM User’s Guide

Pan/Tilt IP Surveillance Camera

® 1. First, insert the TV_OUT cable to the place as shown in Figure 1.

® 2. Next, plug in power adapter as shown in Figure 2. Press and hold Reset switch for
three seconds. Then, release it. The IP-CAM will access into TV_OUT mode.

® 3.TV_OUT operation description:

a. Hold to change mode: For the default setting for TV_OUT is NTSC system, if you
want to use PAL system, please press and hold Reset switch about
three seconds to switch between NTSC and PAL systems.

b. Push to exit : Press Reset to access into TV screen and adjustable
50Hz,60Hz,Outdoor

1.8 PRrRobDUCT SET-UP

« | Anchor

A

Frame

|

Screw (P head
M3.5X25)
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2. UTILITIES AND TOOLS

2.1 CAM_EZ SEARCH
CAM_EZ Search is an IP search engine offered by this product. It can search IP CAM
connected in LAN. Through sending the inquiry of broadcasting packets, after IP CAM
responds the question, the window will display a list of all IP CAMs in the network. And it
allows you to modify the network settings of specified IP CAM, such as IP address or IP
CAM naming.
CAM_EZ Search Screen

CAM_EZ Search V2.6 .
Version of
CAM_EZ
PCAMLst | ESHIE  IP Assigment: STATIC Search
Version: [P_Cam V2. 2 F5 .
* —— | Display the way
Renew List to aet IP

Version of IP CAM
MAC address

Choose the

IP CAM Name AN Exit y way to get IP

- 001S0F001093

IP address A e PCan PPPOE. Mac |
A —_ - 1%
1P 192. 168.9. 1 ¢ PHCP 1 Tool Port
Subnet Mask | R p Di art |
* SubMask 955 955 266 ) PPPOE Account
Default Gateway g 95 680951 | Accountéipppoe. com. tw
PPPoE Password
Communication Port |~ Http Port 80 |
| | AudioFort 1500 1Snowessas v Submt |
Renew
Status @ O executed to
obtain an IP

Figurel

2.2 USE IP-CAM AND TEST THE IMAGE FUNCTION FOR THE FIRST TIME
[1 The following connection is suitable for IP-CAM test/fixed |P address change/program
code update (strongly recommended).
The operation steps are listed below:
A. Installing the Product for the first time:
® You computer must be equipped with network card and RT-45 network
connector.
® Connect the RJ-45 terminator on the rear of IP-CAM to the red test network
cable. One end is connected to the network card of computer; the other end
is connected to the rear side of the IP-CAM.
® Connect the power adaptor to the power port (on the rear) of IP-CAM. Now,
the status LED on the top of IP-CAM will light up.
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[P CAM

B. Check if the IP addresses for PC network and CAM_EZ Search are on the
same network section:
® Usually, static IP address will be used to access into Internet, so the IP
address will vary. When you want to change IP address, please write
down the original IP address on your computer first. Then you have to
modify the IP address of your computer for testing if the IP-CAM can be
operated normally or not. After finishing the test, IP address for your
computer should be recovered to original settings.
® In general, the IP address for your computer in LAN will be set with
“Auto Obtain IP address”. To test if the IP-CAM is normal or not, the IP
address of your computer must be changed temporarily. After finishing
the test, it can be recovered to original settings.
C. Next, choose Control Panel->Network Connections->choose the activated
area
Network Connections---> right click your mouse --->select Properties(P)--->
Select Internet Protocol (TCP/IP)---> Select Properties(R) , then you can
check the current IP address status for the computer. The way to modify IP

address is:
Internet Protocol (TCP/IP) Properties 2l x|
*You can get IF settings assigned automatically if pour netwark supperts
this capability. THsriss, yo nssd to sk yoLr netserk sdrivisator for
e SpErcRiate P sein / IPAddress(1):192.168.9.5
© Obtain an IF address automatically /
A Llge the follawing 1P sddress A
IF address: [19z 162 5 . 5
St el [255 255 255 0 < Subnet Mask (U)2552552550
Drsfovit astesy: [92 188 3 254
" Obtain DMS server address automatically \
% Use the following DMS server = ddiesses: = Default GatGNay(D)1921689254
Ereferred DS server . .
Altemate NS server . .
et
e

D. Open and execute CAM_EZ Search (as shown in Figure 2). The system will
scan the IP-CAM that you just installed automatically. Then, you will find
255IP CAM in the column of Camera Lists. Click 255IP CAM with left mouse
button. You can see the default settings for IP-CAM.
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h/Step 1. Click Update. You can see 255DN-16023.
e s- J.n;:l_rs ,_‘Step 2. Click 255DN-16023. You can see
Name : DN-16023
IP :192.168.9.1
= SubMask : 255.255.255.0
R GateWay :192.168.9.254
J IACTAN IR T — HTTP Port : Http communication port. The
::W; m: A et e n | default setting is 80.
PPPOE Password
Http Part ,gu— [—
S e s Step 3. Make sure the IP setting is STATIC.
e Step 4. Double click on 255DN-16023 to open the

Figure 2 browser. Type ID/Password to access into network

monitoring screen (for detailed information, please
refer to 3.1). If you can see the image screen, it

2.3 HOW TO SET UP IP CAM
Before you set up IP CAM, you have to know the network environment and if the IP
address is fixed or float that provided by your ISP. If you do not know, please contact with
your ISP. Section 2.5 will list the common network structure (1 ~ 7 types). Users can refer
to the structure to find out what type is suitable for his/her computer and finish the setting
up according to the instructions. To set up IP-CAM and IP address, the common way that
people use is to change the obtaining of IP address of IP-CAM. Detailed information is
listed as 2.4-1 ~2.4.3.

2.4 SETTING THE WAY TO OBTAIN THE IP ADDRESS OF IP-CAM
2.4-1 STATIC - IPAddress Setting

® You computer must be equipped with network card and RT-45 network
connector.

® Connect the RJ-45 terminator on the rear of IP-CAM to the red test network
cable. One end is connected to the network card of computer; the other end
is connected to the rear side of the IP-CAM.

® Connect the power adaptor to the power port (on the rear) of IP-CAM. Now,
the status LED on the top of IP-CAM will light up.

[P CAM

ZNOTEBOOK
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Open and execute CAM_EZ Search (as shown in Figure 3). The system will
scan the IP-CAM that you just installed automatically. Then, you will find
255IP CAM in the column of Camera Lists. Click 255DN-16023 with left
mouse button. You can see the default settings for IP-CAM.

|_Step 1. Click Update. You can see 255DN-16023.
;Step 2. Click 255DN-16023. You can see

Ip Aﬁ:signlent: STATIC
Name : DN-16023
P :192.168.9.1
SubMask : 255.255.255.0

Exit

GateWay :192.168.9.254

s G et HTTP Port : Http communication port. The

P [192.168.9.1 : Udp Tool Port [0 | . .
. [r— (& STATIC ppsoE A default settlng is 80.
aewsy [ 192166 0.2 | o (If you have multiple IP-CAMs installed in
s the same network, you have to divide them with
udio Par o ubmi

B T e different Port numbers, e.g, 1025. 1026. 1039....)

Status:  OK ™~
Figure 3 Step 3. Make sure the IP setting is STATIC.
o

Fill in Fixed IP Address as below. (If you do not know your fixed IP address,

please contact with your ISP. Below is an example of Fixed IP Address

modification.)

JRSEIRECAT N P Assignment: STATIC
Version: [P Cam V2.2 F5

00150F001093

Status:  OK

P

-  pppoe | Mac
2 L9 7 O ntodpon [
N & smanc

bk 755, 255, 255, 218 POE Account
cteway | 2ILTELED | e et

PPPE Passward
Bittp Port 1026

N

udiopart 1500 lﬁﬂﬂ~655355”b4mitk\ -

Step 4. Type Fixed IP.
L~

Name : DN-16023

IP :211.78.174.94

SubMask : 255.255.255.248

GateWay :211.78.174.89

HTTP Port : Http communication port. The

default setting is 80.

(If you have multiple IP-CAMs installed in the
same network, you have to divide them
with different Port numbers, e.g, 1025,
1026, 1039.....)

Step 5. Choose STATIC.

Step 6. After finishing the settings, click Submit. The

network settings for DN-16023 IP-CAM will
be renewed.
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Example:
1. Set up the IP CAM with fixed IP address.
2. Turn on your computer and open IE browser. Type 2 8.174.94:( 1025,
1026, 1039....) in the Address line. Now n access into the monitoring

screen of network.

I-ﬂ'.lhttp o211, T8 174, 842 1008 =
TSl e O~ L T, T B £ T T e e |

*m-}mﬂu [ﬂ-rl' 624

2.4-2 DHCP - IPAddress Setting:
® Use RJ-45 Ethernet cable (red) to connect ADSL host and switching hub.
Then use RJ-45 Ethernet cable (blue) to connect PC and IP CAM (as shown

below).

i‘,IIHT!HHETI, /
b T
] [ 1-"}\1- r'IIH fJ.

\."‘T,_':_.,-“‘*f

® Connect the power adaptor to the power port (on the rear) of IP-CAM. Now,
the status LED on the top of IP-CAM will light up.

® Set up the connection way inside the PC network: Please go to
Control Panel ---> Network Connections ---> Choose Activated LAN
connection ---> right click your mouse ---> Select Properties(P)---> Select
Internet Protocol (TCP/IP)---> Select Properties(R)
--->Click Obtain an IP address automatically(O), Obtain DNS server address
automatically(B).

IP CAM USER’S GUIDE PAGE 12/57 Rev. PV1.0



IP CAM User’s Guide

Pan/Tilt IP Surveillance Camera

Mame

Ir
SubMask
aateay
Http Port

Audia Port

E—

1500

Internet Protocol (TCP/1P) Properties

General |

You can get IP settings assigned automatically  your network su
this capabilty. Otherwise, you need to ask your netwark administrator for

the appropiiate I sattings.

& {ibtain an IP sddross automailis

21

pports

Obtain an IP address automatically (O)

" Use the following IP address:
[P addiess:
Subriet mask

Defaul gateway:

—
—
——

Obtain DNS server address

& Dbtain DNS server addess aulumalu:a”;‘/

" Uss the following DNS server addiesses
Prefered DS server

Lliemate DNS seven

|:
——

automatically (B)

Advarced

Cancel
Open and execute CAM_EZ Search (as shown in Figure 3). Press Update

to scan the IP-CAM that you just installed automatically. Then, you will find
255DN-16023 in the column of Camera Lists. Click 255DN-16023 with left
mouse button. You can see the default settings for IP-CAM.

SULEZ Sk J24 B step 1. Click Update. You can see 255DN-16023.

IF Assignment: S

 pppoE | M€

| GD ol Port
| sTATIC

FPPoE Account
Account@pppog. com. ke

PPPoE Password

,7
Subrnit

1500~655:

Status:  OK

|~

|_Step 4. After finishing the settings, click Submit. The

Step 2. Click 255DN-16023. You can see

Name : DN-16023
IP :192.168.9.1
SubMask : 255.255.255.0
GateWay :@ 192.168.9.254

HTTP Port : Http communication port. The
default setting is 80.
Step 3. Choose DHCP.

network settings for DN-16023 IP-CAM will be
renewed. (That is, you can obtain a virtual IP
address)

00150F001093

Step 5. Click Update. You can see 255DN-16023.
Step 6. Click 255DN-16023. You can see the change

of IP-CAM:

Name : DN-16023
P :10.1.10.82
SubMask : 255.255.0.0

avy  ppoe | Mo | .
3 00108 | O igproeen [ GateWay - [ONINIES2
N ¥ X R HTTP Port : Http communication port. The
orewsy (011022 | Acoom o, con 1Y o
B PPFOE Passiord default setting is 80.
udio Part WISUUAJSSISS Submit Step 7. The IP Sett'ng is DHCP

e Step 8. Double click 255DN-16023 to open IE
browser to access into network monitoring
Figure 5 screen.
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Example:
1. Now, IP-CAM is set up with the IP address in LAN.
2. Or, use CAM_EZ Search to access into monitoring screen of network
according to the instructions in Figure 5.
3. Or, turn on your PC and open IE Browse. T .1.10.82 in Address lint

2.4-3 PPPOE - | PAddress Setting
® Access into monitoring screen of network by following the way stated in 2.2.
® Click Network and open Network menu. Please choose PPPoE and key in
the Account and Password. (the following example uses ADSL account from
AT&T), press Submit to finish key in and then, please reboot and re-enter.

| LiveView | ImageSet | Network  Server  Adminisiration  EventTrigger | CaptureView | Update
Network Setup

IP Assignment
® ® o

192.1658.9.1 00150f002a04
255.255.2550
192.165.9.254

Accounti@pppoe.com

oot button to ini

HTTP Server

DNS Server
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Update Exit
O01SOF001093 smesssassassassasses s,
MName & [IP_Can @ pppoe M|

Skabus @ O

Open CAM_EZ Search and click Update. Wait for 60 seconds (it varies
according to the connection quality). Then the system will search M6820
IP-CAM automatically. 1. Click the searched IP-CAM. 2. Check the IP
address and Gateway. Floating IP address, SubMask and Gateway will be
shown in dimmed color. It means that IP CAM IP-CAM in LAN has been
searched successfully with PPPoE.

IP Assignment: STATIC
Version:IP_Cam_V2. 2_F5

. ¢ (1216006 C PP igreapo [0

C " STATIC
SubMack, 1 255, 255. 255. 0 = PPPoE Accaunt
o | TG || [
Hitp Part  *eudBlienessonnannnnns o [orerees

Audio Port 1500 150065535 Submit

Select PPPoE. Click Submit to send out. The IP CAM IP-CAM network
settings will be renewed.

Now you can click the searched IP-CAM to open |IE Browser for accessing
into IP-CAM web configurator automatically.

IP CAM USER’S GUIDE
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2.5 IP-CAM NETWORK FRAMEWORK INSTALLATION
— . |P-CAM Network Framework Installation 1

Way to access Internet Use Permanent ADSL or Cable Modem

Physical IP Address Owns several physical IP addresses

IP Share or LAN Hub General model is OK.

Network Setup for IP -CAM LAN Enable / Manually

Suitable Objects Users with several physical fixed IP
addresses and several IP-CAMs installed

1P SHARING
OR LAN HUB

CABLE MODEM 211 78, 174. 01

INTERNET

IF CA
PC FOR 1P CAM SETUP
211.78. 174. 02 AL A0

211. 78. 174. 05

DESKTOF PC

1. Connect the RJ-45 terminator on the rear of IP-CAM to the red test network cable.
One end is connected to the network card of computer; the other end is connected
to the rear side of the IP-CAM.

Refer to 2.4-1 STATIC — IP Address Settings to type the IP address properly.

Set a physical IP address for each IP-CAM.

Set up the IP-CAM with fixed IP address.

For viewing imagesin IP-CAM from remote computer: Open |P browser and type

in the physical 1P address of the IP-CAM, e.g., http://211.78.174.03.

SA A
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~ . IP-CAM Network Framework Installation 2

Way to access Internet Use Permanent ADSL or Cable Modem
Physical IP Address Owns more than one IP address
IP Share or LAN Hub Must be equipped with DHCP function
Network Setup for IP -CAM LAN Enable / Manually
Web Server Port Number, need to be
adjusted
Suitable Objects Users with one physical fixed IP addresses,
IP Share and several IP-CAMs installed

IP SHARING
{with DHCF)
Public IP:211.78. 17401

Private [F;102, 168, 0. 254

2 ADSL/
0 [ CABLE MODEM

IF CA
162, 168. 1. 2: 1035

INTERNET

FC FOR 1P CAM SETUP
152, 166.1.1

162, 168, 0. 4107

DESKTOP PC

1. Set a real physical IP address (e.g., 211.78.174.01) for the public IP of IP Share.
Then, set another private IP address and activate the DHCP server function of IP
Share.

2. Inthe IP configuration for each IP-CAM, please assign different virtual IP address
internally and respectively. In the Http Port setting, please specify different port
parameters. (Please refer to 2.4-1 STATIC - IP Address Settings to type the IP
address properly.)

3. Forthe port transformation in IP Share, please refer to IP and port settings of camera
to configure accordingly.

4. Forviewingimagesin IP-CAM from remote computer: Open IP browser and typein
the physical |P address of the IP Share and the port number of IP-CAM, e.g., http://
211.78.174.01:1025.
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il

IP-CAM Network Framework Installation 3

Way to access Internet Use dial-up ADSL or Cable Modem

Physical IP Address Owns one float IP address (dispatched by
ISP dynamically)

IP Share or LAN Hub Must be equipped with DHCP and NAT
functions

Network Setup for IP -CAM LAN Enable / Manually
Web Server Port Number, need to be
adjusted

Suitable Objects Users with dial-up ADSL, one float IP address
and several IP-CAMs installed

1P SHARING

Public IPg}ttE:tﬂaEu!EcI:LE:ﬁ%Egm [P address fron 15

INTERNET

PC FOR [P CAM SETUP
192, 168.4. 1

152, 168, 0. 4:1027

3G MOBILE

DESKTOP PC PHONE

1. Activate PPPoE function of IP share. Then, set another private IP address and
activate the DHCP server function of IP Share. When the dial-up of ADSL is
successful, you will get an float IP address from your ISP.

2. Inthe IP configuration for each IP-CAM, please assign different virtual IP address
internally and respectively. In the Http Port setting, please specify different port
parameters. (Please refer to 2.4-1 STATIC - IP Address Settings to type the IP
address properly.)

3. For the port transformation in IP Share, please refer to IP and port settings of camera

to configure accordingly.

4. For viewing images in IP-CAM from remote computer: Open IP browser and type in
the float IP address of ADSL and the port number of IP-CAM, e.g., http://
211.78.174.01:1025.
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P4,  IP-CAM Network Framework Installation 4

Way to access Internet Use Permanent ADSL or Cable Modem

Physical IP Address Owns one physical IP address

IP Share or LAN Hub Not necessary

Network Setup for IP -CAM LAN Enable / Manually
Web Server Port Number, no need to be
adjusted

Suitable Objects Users with permanent ADSL, one fixed
physical IP address and one IP-CAM installed

INTERNET

CABLE MODEM 211.78.174. 94

DESKTOP PC PHONE

1. Connect the RJ-45 terminator on the rear of IP-CAM to the red test network cable.
One end is connected to the network card of computer; the other end is connected
to the rear side of the IP-CAM.

2. Referto 2.4-1 STATIC — IP Address Settings to typing the IP address properly.

Set up the IP-CAM with fixed IP address.

4.  For viewing images in IP-CAM from remote computer: Open IP browser and type
in the physical IP address of the IP-CAM, e.g., http://211.78.174.94.

@
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. IP-CAM Network Framework Installation 5

Way to access Internet Use dial-up ADSL or Cable Modem

Physical IP Address Owns one float IP address (dispatched by
ISP dynamically)

IP Share or LAN Hub Not necessary

Network Setup for IP -CAM PPPoE function should be set, LAN Enable
Web Server Port Number, no need to be
adjusted

Suitable Objects Users with dial-up ADSL, and one IP-CAM
installed

INTERNET

Dial up A 1P CAN

NODEM PPPoE Function enable

3G MOBILE
DESETOF PC J PHONE

1. Please acquire the necessary information of ADSL dial-up from your ISP.
ISP relational information: ADSL dial-up account name and password

2. Connect the RJ-45 terminator on the rear of IP-CAM to the red test network cable.
One end is connected to the network card of computer; the other end is connected to
the rear side of the IP-CAM.

3. Referto 2.4-3 PPPoE - IP Address Settings for typing account name and
password.

4. Please type the Mail server setup information of IP-CAM.

5. Set up the IP-CAM to Dial up ADSL Modem.

6. When the dial-up is successful, IP-CAM will send a notification e-mail of float IP
Address to the users.

7. Open IP browser and type in the physical IP address (such float IP is dispatched by
ISP) of the IP-CAM, e.g., http://211.78.174.94.
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-+ . IP-CAM Network Framework Installation 6

Way to access Internet Use dial-up ADSL or Cable Modem

Physical IP Address Owns several float IP addresses
(dispatched by ISP dynamically)

IP Share or LAN Hub Must be equipped with DHCP and NAT
functions

Network Setup for IP -CAM LAN Enable / Manually
Web Server Port Number, need to be
adjusted

Suitable Objects Users with several float IP addresses and
several IP-CAMs installed

L4F WE

ard.
CARLE WM

INTERNET

[P Cild
FiPoE FIRCTION ENABLE

[F (A
FPFfE PENCTION BEMELE

1. Please acquire the necessary information of ADSL dial-up from your ISP.
ISP relational information: ADSL dial-up account name and password

2. Connect the RJ-45 terminator on the rear of IP-CAM to the red test network cable.
One end is connected to the network card of computer; the other end is connected to
the rear side of the IP-CAM.

3. Referto 2.4-3 PPPOE - IP Address Settings for typing account name and
password.

4. Please type the Mail server setup information of IP-CAM.

5. Install IP-CAM on LAN Hub.

6. Use CAM_EZ Search tool to find out the float IP address assigned by ISP for the
ADSL currently.

7. Open IP browser and type in the physical IP address (such float IP is dispatched by
ISP) of the IP-CAM, e.g., http://211.78.174.94.

8. Follow the steps above to configure for each IP-CAM.
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+= . |IP-CAM Network Framework Installation 7

Way to access Internet Use Permanent ADSL or Cable Modem

Physical IP Address Owns one physical IP address

IP Share or LAN Hub Must be equipped with DHCP and NAT
functions

Network Setup for IP -CAM LAN Enable / Manually
Web Server Port Number, need to be
configured

Suitable Objects Users with one fixed physical IP, IP Share
and several IP-CAMs installed

<@_ T o
— o 19, 1840, 2 10

AL
CABLE

L] IF G

INTERNET 1B, 0

I — [LEET]
y i, 1,0, 4 L

|F BEING
Public [F:H 1 7. 0TL01

Prizate P00 (05, D254
o | il
168, 186, B, 5 1HD

e --:.__.,_:_.-_ -
= L
PC PR IF M SETOP 02, 0661, | DRSS

1. Set a real physical IP address (e.g., 211.78.174.01) for the public IP of IP Share.
Then, set another private IP address and activate the DHCP server function of IP
Share.

2. Inthe IP configuration for each IP-CAM, please assign different virtual IP address
internally and respectively. In the Http Port setting, please specify different port
parameters. (Please refer to 2.4-1 STATIC - IP Address Settings to fill in the IP
address properly.)

3. Forthe port transformation in IP Share, please refer to IP and port settings of camera
to configure accordingly.

4. For viewing images in IP-CAM from remote computer: Open IP browser and type in
the IP address of IP Share and the port number of IP-CAM, e.g., http://
211.78.174.01:1025.
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2.6 INSTALLATION FOR IP SHARE
When IP-CAM is installed under IP Share, it can obtain a dynamic IP address from DHCP

server. If you want to install the IP-CAM in WAN interface, you have to set a fixed IP address
for the device. No matter whether your IP Share has the function of virtual server, it is

necessary for IP-CAM to set a fixed IP address.

(1) Please use CAM_EZ Search to set a fixed IP address for IP-CAM, e.g.,
192.168.0.120 and change the http port number (1025~35534). ( refer to Figure

1)
Figure 1

IF Assignment: STATIC
Version: [P_Com_V2. 2 F5

-00150F001093 1
MName 1P _Can " PPFOE Mac 01 SOF001EH3
P 92.168.0.120  © PHP | igoroaipat [0

@ STATIC

SubMask: 255. 255. 255. 0 | PPPOE Account
Gateway T9Z. 168.0. 1 Account@pppoe. con. tw
PPPOE Passwird
Http Port [5000 EE—
Audio Port 1500 150065535 Submit
Status:  OK

(2) Type admin to access into ADSL router’s web configuration. (Refer to Figure 2)

Figure 2

Connect to 192.168.01

DI-624

LUser Name{Ll): [ ﬂ &dm v
Password(P}: |

[] Remember my password

[ ok ] [ cancel
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(3) Enable DHCP function of IP Share. (Refer to Figure 3. The range of available IP address is
192.168.0.100~192.168.0.199)

Figure 3

DI-624 ]
Home Advanced Too Status Help

Thp D24 can bip Seiup as a DHCP Senape to distibaute 1P addrsses (o the LAN

CHCP Sanrar @ Enaklad ) Disablad

Slarlmyg B Address 193 188 0 10
Wireloss

Ending P Addrass {e2 . 168 .0, 199
e Loass Tirmd i Weak

Egtic DHCP ag ysed [o allpw DRCP senmr 10 apgign game 1P address 10 spedcic MALC

address

) Enablod ) Disablod
MName
P 152, 168.0

(4) Access into the web page of Virtual Server. Add the fixed IP address specified by CAM_EZ
Search in step (1) and enable it. (Refer to Figure 4.1)

Figure 4.1

DI-624 l

[ Home BNC YR Tools  Status Help

“Wirtual Server is used to allow Internet users access to LAN services,
Virtual

:

(& Enabled O Disabled
Marme |jefﬁpcam1 | [ Clear ]

APPRCRI, Private IP 192.168.0.120
Protocal Type EC_F' v
" Filters Private Port .SDDD |

Public Port 6000 |

{1l

Schedule
© From time |00 *|. |00 V”*”*M 10|00 "HDD "”*‘”\"1 V|
=
— 9 90
DMZ Virtual Servers List Apply Cancel Help
Marme Private IP Protocol Schedule
e e Yirtual Server FTP 0.0.00 TGP 21421 ahways [
Performance : 3%
Virtual Server HTTP 0.0.0.0 TCP 80/80 always B
g il T uTThe anan Ter 44D e b i [T AR
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(5) After adding the IP address, you can see jeffipcaml in the virtual server list (refer to

Figure 4.2).
Figure 4.2
[RE— 9 9O
! i ! ! Apply Cancel Help
Mame Private IP Frotocol schedule
' R Wirtual Server FTP 0.0.0.0 TCP 21421 always E ]
Wirtual Server HTTP 0.0.0.0 TCP 80/80 abways (A0
Wirtual Server HTTPS 0.0.0.0 TCP 443/443 abways (AT
Wirtual Server DNS 0.0.0.0 UDP 53/53 abways (A0
Wirtual Server SMTP 0.0.0.0 TCP 25/25 always 4%
Wirtual Server POP3 0.0.0.0 TCP 110410 always 4%
Wirtual Server Telnet 0000 TCP 23423 abways (A0
IPSec 0000 UDP 5004500 abways A0
FPTP 0.0.0.0 TCP 172341723 always [ 47
Metheeting 0.00.0 TCP 17201720 always  [4T0
DCS-1000 0.0.0.0 TCP 80/80 abways AT
DCS-2000/DCS-5300 0.0.0.0 TCP 8004800 abways A0
Ieye LUy [CH 17200720 always Eii]
jeffipcarnd0l 192.168.0.120  TCPS000/4000 always  [A7]

(6) Restart PC and I P Share. After restarting, if you want to connect IP-CAM from

WAN interface,
Figure 5
Di-624
- | Home _ Advanced  Tool: JCT" RN bolo |
- Flonware Yeslon: 2.55 , Man, 04 Jul 2005
Device Info AN

MAL Addpsis (0-13-85-1 - 307

e 1P Raldwases 152 1650 1

L
i Sahnst Blagk 55 M55 M50
[FHCI* Sarvar Enahlas
Sats.
WAN

: g g

m MALC Adilvass 0-el- 18- 0055
Canmeciion OHOP Cligst Conseclad | DHEP Releass || DHEP Renew

IP Address 591042391
Subrvet Mask 255250 202 0
Diafail Giteway 59104281
DNS 1839511
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2.7 INTERNET IP SHARING & AUDIO SETTING

Please use the following steps for setting up if your IP cam does not have Audio

Step 1, setting Audio Part : the Pre-setting is 1500 (setting range is 1500~65535) and
press Submit

Update

- O0150F001093

Exit

Mame 1P_Can P iMac
P 192.168.0.120  © DHTP | roiipont

& STATIC | e
SubMask 255, 255, 255, 0 | PPROE Account
[
Gatetiay 102, 168, 0. 1 | | Accountépppee. con. tw
| PPPoE Passwaord

Htp Port 5000
I porvs L 1500 1500”5553 Submit

IP Assignment: STATIC
Version: IP_Cam V2. 2_F5

Status:  OK

step 2, add one new UDP part 1500 in router (UDP port setting range is 1500~65535) as
one port can only appoint to the use of one IP cam. Therefore, please assign

other ports if you have more than two IP cams.

l Virtual Server
e —
et

arema] Control

Firewall

Virtual Server
Yirtual Server is used to allow Internet users access to LAN services.

‘Enabled O Disabled

Marme Jgﬁ — o — |[Clear]

Private IP I|192.168.D.12E| ||

Protocal Type I I
Private Port I

Publc Por - |

Schedule @ Always
O From time |00 ¥|: |00 % |AM ¥ tg|00 v|-[00 v | AWM v

day|5un V|1D|Sun V|

9 9O
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3. GETTING STARTED
3.1 SYSTEM LOGIN

The system login is the process of identifying all users trying to log into the system to
confirm user identify and grant permission to access to the system’s functions. This
system provides two layers of security access: “administer” and “general user”. After a
successful login to the system, users can begin to access both surveillance and setting
functions, Follow the steps below to log in as an "admin” user:

Step 1: Open the login window, as shown below.

Using the CAM_EZ Search application, select the IP CAM from the menu, and Double
Click on it ;

IP Assignment: STATIC
[ Version: IP_Cam V2.2 F5

~O0150F001093

Marne 1P_Can ¢ pppce | Mec [oDiSoROGIOED
b3 10.1. 10.82 @ OHP Tt fom
€ sTATIC
Subask 255, 255, 0.0 | PPPoE Account
Gateway 10.1.10.252 | I
| PPPOE Password
Http Port &0 l—

Audio Port 1500 1500~g5535  Submit

Status . OK

Step 2: The system login window will appear in Internet Explorer as shown below:

Step 3: Enter Account ID and Password (the default settings are “admin” and

“password”);

Step.4 Press Submit to confirm, and then follow the instructions for the LiveView
feature show on the next page ;

Step.5 If a mistake has been made, press Cancel , and enter login information again.
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3.2 LIVEVIEW

When using IP Cam for the first time, users must change the Internet Explorer security
settings (please refer to settings step 3.2.1). Otherwise, the system will display the
following warning, and be unable to display the surveillance feeds.

four current security settings prohibit running AckiveX controls on
this page. As a result, the page may not display correctly,

After having successfully set up the IP CAM settings during the first use, users do not
need to change the settings again for later use.

3.2.1 The IE security settings can be changed by following the steps below:
Step 1. IE Toolbar ---> Tools ---> Internet Options ---> Security ---> Custom Level ...

Internet Options E]@

Y
-
Genera] Securityy Privacy | Content | Connections | Programs | Advanced
Canmanm N
Select a Web content zone to specify itz security settings.

“ 0 @

Localintranet  Trusted sites  Festricted
sites

Internet

Thiz zone containg all Web sites you
haven't placed in other zones

Security level for this zone

Custom
Custom settings.
- To change the settings, click Custom Level.
- To uze the recommended settingz, click Default Level.

[ Ok ][ Cancel ]

Step 2. After clicking on Custom Level ..., a security settings window shall appear.
Change ActiveX Control Options and Plug-ins settings to the following :
1. Download signed ActiveX controls: Enable
Download unsigned ActiveX controls: Enable
Initialize and script ActiveX controls not marked as safe: Enable
Run ActiveX controls and plug-ins: Enable
Script ActiveX controls marked safe for scripting: Enable

o s~ wbd
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Security Settings

Settings:

@ fctivel controls and plug-ins e
[ﬁ Dowrload signed Activel controls -
] Download unsigned Activel: controls
] Initialize and script Activel! controls not marked as safe
[ﬁ Fun Activex controls and plug-ins
M. vk Active canteals markad s fou sioting.. .. ..o
E Downloads
@ File download
() Disable
(¥ Enable
@ Font download
() Disable
(¥ Enable

L T

RETTEIIIIIER
'----I---'

o

£

<

|

Reset custom settings

Reset to: | Medium vH Resek ]

"-|- oK :H Cancel ]

Step 3. After pressing “ok”, a warning window shall appear. Click on “Yes” , and you
shall return to the last window. Press “OK”, and the setup is complete.

] E Are yiou sure you want to change the security settings for this zone?
L]

3

Yes  |if

.
MTTTTTTITTTITL]

Step 4. At this time, the computer should display a warning window, as shown above :
Press “Yes” , to begin;

=

[ e wwank s inaskall el mam
it A0 V0T v cal™?

The publither connot be determired due to e problems

bl agrgue rid ol

EEEEEEEEEEEE,

.----?:--.I..EEJ Moin b

enmmw
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Step 5. When the installation is complete, you may begin viewing the surveillance
image for the first time, as shown below.

Note: This action loads ActiveX components from the DN-16023 System to the local machine.
To ensure your machine cannot run malicious ActiveX content from the Internet without
authorization, you will be prompted to allow the ActiveX component of your browser to interact
with the DN-16023 each time you access it. When you view the stream from the IP CAM and
you see the prompts regarding downloading, running or enabling ActiveX content from the IP
address of the DN-16023, click “Yes” to allow your computer to display the video from your
camera .If you are prompted to allow ActiveX content when you are not connected to your
DN-16023, ensure the provider of the content is a reliable and secure source for running
programs on your PC. If you are in doubt about the source of the ActiveX program you are
being requested to allow to run on your system, click “No” to ensure you don’t allow malicious
programs to interfere with your PC.

3.3 TAKE A SHOT

This function allows users to capture the screenshot as a photo, and save it on the
computer.

Directions:

Step 1. Go to the/LiveView| menu, and go to the live image.

Step 2: Hold down the Ctrl key on your keyboard;

Step 3. Place the cursor on the surveillance image and left click with your mouse. The
captured image should flash momentarily, as shown below:

(or press the button)
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Step 4. Release the Ctrl key, and the single still shot image will have been successfully
captured.

Step 5. Select the " CaptureView | menu to browse through the captured images. Refer
to Chapter 5.2 for details.

Note: Snapshot can only be stored to PC, can't store to SD Card

4. ADVANCED FUNCTION WITH LIVEVIEW

Move the cursor to the live image, and right click with your mouse. A small menu should appear
with four options.
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- Image : Adjust image values

- Record : Setup for recording into AVI format.

- Zoom : Select digital zoom value for window.

- Motion Detect Set : Settings for motion detection
These settings are described in detail in the next chapter

4.1 IMAGE ADJUSTMENT

After selecting an Image, you may change various image settings, as shown below:

Dmiage Chil
Brightriess ~ « | = ol
Conkrast ;I _I ;I .
Saturation ;I _I ;I N
Sharpress  +| | S
Srnooth JaJE =
funb ;l—l ;I D
RESET L=

4.2 AVIRECORD SETUP

By selecting “Record”, you can adjust the AVl Frame Rate settings ad file name.

320%240 pid 4 =]
Frarne rate 1 3 5 {10
Save as Ic:'l,tmp'l,wel:ncam'l,a=DI]2EIEI41 11855, avi
SR CAMNCEL LI
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4.3 ZOOM IN DISPLAY
Using your mouse, click and drag out a box to select the portion of video that you wish to
view as shown by the black box in the image below. The image will zoom in according to
the dimensions entered and will show an image similar to this below

LRE LRI E ) BT, 8

4.4 MOTION DETECTION SETUP

Setting up the Motion Detection (MD) values, including the first area (red border) and

second area (green border).

Please check to see whether the Event Trigger has been enabled. If so, you can set up

Motion Detection as described below:

- Reset MD range: Select motion detect 10r2, and hold down on the left mouse button
(this will appear as the upper left corner of the MD range). Then, drag out the desired
range, and release when finished.

- Cancel MD: Same as above, but just left click once and release. This will cancel the
MD (Motion Detection).

- Motion_detec_set: This sets the MD (Motion Detection) sensitivity, which is usually set
to a value of 5. This means that the motion detection will be toggled with as little of a
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5% change in the MD range. The lower the number entered, the higher the sensitivity
of the MD.
When motion is detected, the screen should display an MD warning in red in the upper
left hand corner if there is movement within MD1 or MD2, as shown in below:

BIFC: 27 peans,

ﬂ"J;f f

[ETRLRRln A s N, kD “K AR o i ;\“-" S
- Any motion detection range can be selected in 640x480 and 320x240 resolutions
- In 160x120 resolution, the motion detection is fixed to the entire image.
Note:
1. Motion Detection can exist PC and SD Card
2. Image that MD reaches PC is stored to C: \tmp\webmd

5. ADVANCED APPLICATION
This chapter explains the advanced settings for the IP CAM, including:
- Image Setup
Capture View
Network Setup
Server Setup

Event Trigger Setup
Administration Setup
Software Update

5.1 IMAGE SETUP

This includes :

- Resolution : Users can select between image resolution of 160x120, 320x240, and
640x480. The default resolution is 320x240.

- Quality : Users can select between “fine”, “normal”, and “basic” image quality. The
default image quality is “basic”.

- Anti-Flicker : Users can select between 60Hz for USA and Canada, 50Hz for Australia
and Europe, or Outdoor for when you are observing a naturally lit outside area; The
default setting is 50Hz.

- Audio : Audio output. Default setting is “off”.

- Rotate 180 : This setting turns the image upside-down for when the camera is mounted
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to a ceiling; Default setting is “off”.

- IR Auto Detection : IR LED auto activation in low light. Default setting is“on”
- Message : LiveView characters are hidden - Default setting is*“on”

Image Setup Directions :

Step 1. Click on _to view the menu, the default settings are shown below;

Image Setup

Resolution [ ]

Quality @

Anti-Flicker ©

UL

Rotate 180 Degree

IR Auto Detection

Message

Step 2. After entering the desired values, click on = Submit.
Step 3. If you wish to cancel your changes, click on Cancel
5.2 CAPTURE VIEW

This view includes :

- Manual capture of still images using LiveView.

- Automatic capture of still imagesviaMD.

How to Use Capture View :

Step 1. Click on [CaptureView' to enter the menu. The menu is capable of saving up to

48 images, viewable on three pages of. Images saved using Motion Detection will not be
shown here;

CapltureView Setup

View fram @
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Step 2. You can set the system to read from either your computer or your SD Memory
card. After making your selection, click on Apply.

Step 3. Select desired thumbnail image using the cursor to view image at the default

Prev | Mext
1=COfITIT jpg

Note: Images seen in [CaptureViewW! - pC js the image of Snapshot; FlashCard is the image of
MD; The image of MD to PC is stored in C:\tmp\webmd

5.3 EVENT TRIGGER

This includes both event trigger settings and display, including:
- Event : Entering events

- Trigger : Setting trigger and picture capture times

Event Trigger

Event ©

[The walue loveer, the =

sity higher )

higher ]

[1~10]
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Detailed explanations are presented in the next chapter.

5.3.1 Event

Event settings, including:

- Motion Detection (set 1)

- Motion Detection (set 2)

Individual or both set signal input triggers can be seleced.

How to Use Event Settings :
Step 1. Activate Event for either set (MD will automatically display the trigger sensitivity)
Step 2. After you are finished, click on Submit, otherwise;
Step 3. Click on Default to use factory default settings (sets all to off).
Note: After engaging either type of event, “Save in PC” will automatically turn on.

5.3.2 Trigger

Event trigger image transfer settings, including:

- Save in PC : The image file is saved in your computer.

- Save in Flash Card : The image file is saved in the SD card.

- Mail Image : Send captured event trigger image file by e-mail.

- FTP Image : Send captured event trigger image file by FTP.

- Shutter Timer : Change shutter time for event trigger image capture. two (2)
seconds is the default setting.

5.4 NETWORK SETUP
Network Setup can be used to change the network connection settings of the IP CAM.
The default value for IP assignment is “static”. These settings also include:
- IP Assignment : Static, DHCP, or PPPoE
- PPPoE settings (PPPoE is the most common type of Broadband Internet connection,
where your ISP assigns a different IP address to your connection each time you log on)
- Http Server port settings

- DNS settings
MAC Address : Displays the Mac address of the IP CAM

Network Setup

IP Assignment
° L] L]
192.168.9.1
265.255.255.0

192.168.9.254

HTTP Server

DNS Server
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5.4.1 IP Assignment :

Static IP Assignment refers to the fixed settings of the ISP or network engineering
department.

IP Address: Includes Static, DHCP and PPPoE. DHCP and PPPoE are typically dynamic
IPs where a DHCP server or your ISP designates an IP address each time you log on.

When using the “Static” setting, you must enter the following information:
- IP Address : The IP address of the IP CAM

- Subnet Mask : Set by default to 255.255.255.0

- Gateway : Default gateway

When using the “DHCP” setting, you do not need to enter any of the above settings. You
must only enter the address of the DHCP Server in the “Server” field.

When using the “PPPoOE” setting, you must correctly enter your ISP Login name and
password. Please refer to unit 5.4.2 for details.

5.4.2 PPPoE

This menu allows you to enter the dial-up settings during PPPoE IP assignment. This
usually refers to entering your ID account name and password. Remember that you must
also enter your ISP log-in settings.

How to Setup PPPoE

Step 1. Enter your correct user ID in the “Account” field.
Step 2. Enter your correct password in the “Password” field.
Step 3. Click on Submit to complete your settings.

Note: Because PPPoE utilizes a dynamic IP address from an ISP, the IP settings for the
DN-16023 could differ for each use. It is suggested that an IP Router be used
to connect to the PPPoE or DDNS. This will assist your computer in finding the
IPCAM.

543 HTTP Server

This menu allows you to enter the port number of the DN-16023 IPCAM interna
web server (or HTTP Server) viaHTTP protocol. The default port number is*80”.
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544 DNS Server

This menu allows you to enter the IP address of the DNS (Domain Name Server ).

By doing this, you can replace the IP address of the IP CAM with an http name (such as
mylPCAM.XXX), making it easier to remember. The default DNS1 value is “168.95.1.1”
(Hinet). If the connection fails, the system will automatically attempt to connect to DNS2.

5.5 SERVER SETUP

This menu allows you to enter various server settings, including:
Mail Server

FTP Server

DDNS Server

NTP Server

Server Setup

Mail Server MailServer.com bw
MailFromg@com b

Wil T O@ e o tw

[Pl S FtpServer.com.bw
FtpUsertame

DRI Beee domain.dyndns org

domain_name

L0 BT 192.5.41.40

[GMT+HI8:00) China, Hong Kong, Australia Western, Singapore, Taiwan Russia %

5.5.1 Mail Server

This refers to settings pertaining to sending image files via a mail server. You must also
make sure that the Mail Image settings from 5.3 'EVentTiiiuer. are enabled to e-mail a file
to the designated address upon event trigger. This system supports SMTP (Simple Mail
Transfer Protocol) servers.

How to use mail server settings:

Step 1: Enter the IP address or http web address of the mail server in “IP/Host”.
Step 2: Enter the e-mail address of the sender in “Mail From”.

Step 3: Enter the e-mail address of the recipient in “Receipt to”.

Step 4: Enter the registered account ID of the mail server in “Account ID”

Step 5: Enter the correct mail server password in “Password”
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Step 6: Enter whether or not your mail server requires authorization in “Authorization”
Step 7: Click on Submit when you are finished.
55.2 FTP Server

This menu allows you to enter the FTP (File Transfer Protocol) Server settings. You must
also make sure that the FTP Image settings from 5.3 'EVEITIGNEr 5re enabled to send a
file to the designated FTP server via FTP upon event trigger. This system supports Port
Mode and Passive Mode. You must be able to write to the root folder of the ftp site to use
this feature.

How to use FTP Server settings:

Step 1: Enter the IP or HTTP address of the FTP server in “IP/Host”

Step 2: Enter the designated FTP port number in “Port”

Step 3: Enter the account ID of the FTP server in “Account ID”

Step 4: Enter the FTP server password in “Password”

Step 5. Select whether you wish to use “Port Mode” or “Passive Mode” transfer
protocol.

Step 6. Click on Submit when you are finished.

5.5.3 DDNS Server

This menu allows you to enter your DDNS (Dynamic Domain Name Server) Settings. You
can also use a PPPoE (with dynamic IP) to connect to the http address of the IPCAM
(such as sqgipcam.dyndns.org) by entering the registered HTTP address of the DDNS
Server. This is convenient for viewing IPCAMS with non-fixed IP addresses.

Entering the DDNS Server Settings :

Step 1: Find a DDNS service (such as http://www.dyndns.org ), and register a user
account, password, and HTTP user address.

Step 2: Enter the address (IP or HTTP) of the DDNS server. Enter the host name,
account ID, and password in each appropriate field.

Step 3: Enter the account ID of the DDNS server in “Account ID”

Step 4: Enter the DDNS server password in “Password”

Step 5. Select the DDNS server connection status automatic display setting.

Step 6. Click on Submit when you are finished.

5.5.4 NTP Server

NTP(Network Time Protocol) allows you to calibrate the IP CAM timing.
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Using the NTP Server settings :

Step 1: Enter the NTP Server IP or HTTP address in “IP/Host”
Step 2: Select the correct time zone in the “Time Zone” menu
Step 3: Click on Submit when finished.

5.6 ADMINISTRATION SETUP

This menu allows you to designate an IP CAM name, administrator password and other
user passwords. Administrators may access all IP CAM functions and settings, while
general users may only utilize the FLiveView!| view and may not access any of the
settings.

Administration Setup

Camera Name P CAM

General User

[310 16 charscters regquired |

Administrator

3t 16 characters required |

5.6.1 Camera Name

This allows you to set a name for the IPCAM name that will be displayed on the video for
identification purposes.

5.6.2 General User

This menu allows you to change the account ID and password for general users.

Using the General User settings:

Step 1: Enter the user name in the “Account ID” field.
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Step 2: Enter existing password you wish to change in the “Old Password” field.
Step 3: Enter the new password in the “New Password” field.

Step 4: Confirm the password by entering it once more in the “Re-type” field,;
Step 5: Click on Submit to finish.

5.6.3 Administrator

This menu allows you to change the account ID and password for administrators.

Using the Administrator Settings:

Step 1: Enter the registered IP CAM name in the “Account ID” field.

Step 2: Enter you’re the password you wish to change in the “Old Password” field.
Step 3: Enter the new password in the “New Password” field.

Step 4: Confirm the password by entering it once more in the “Re-type”.

Step 5: Click on Submit to finish.

5.7 SOFTWARE UPDATE

This menu allows you to update the IP Cam software online. You may use this feature to
update the internal IP CAM software in order to make sure you have the newest version
available, as well as updates to fix any software glitches.

Software Update Setup

Camera Nama

Eurrent Yersian TP ¥, B FS

now Fiiename [

Using the Update Feature:
Step 1. Camera Name: The system will detect the name of current IP CAM
automatically.
Step 2. Current Version: The system will detect the software version of current IP CAM
automatically.
Step 3. New File Name: The filename (including directory) that you want to upload for
update.
Step 4. Click Browse... to select the file.
Step 5. Check the above settings and then click Submit.
Step 6. The system will upload the file right away. It might take 7~10 seconds in LAN of
100Mbps.
Step 7. The system will count down about 50 seconds automatically. If it succeeds, the
message of Update completed! System will auto reset after 3 seconds! will be
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displayed on the screen.

Step 8. After finishing update, please close the window of Internet Explorer and delete
CSQ objects in the following path:

My Computer\Control Panel\Internet Options\Settings...(Figure1)\View

Objects...(Figure2)\CSQ Object (Figure3d)

Internet Propetties 2=l

General | Securty I Privacy I Cantent I Connections I Progams I Advanced I
—Home page
Eg Y'ou can change which page to use for your home page.

Address: ihttp:.f.fwww.5-u:||m:n:\.c,cvrn.tw.iJ

[lze Eument | |Jze Default |Jze Blank

— Temparary Internet files
(- Fages pou vievs on the Intermet are stored in a special folder
& %

far quick viewing later.

Delete Cookies.... Delete Files. ..

*smun?

— Histary

The Higtory folder containg links to pages vou've vizited, for
quick access to recently viewed pages.

Dayzta keep pages in histon: |2D 3: Cear History |

Colars... | Fonts.. | Languages. . | ﬂuccgssibilily...l

Qg | Cancel | Apply |

(Figure1)
Settings 2 x|

I,r_'7 Check for newer versions of stored pages;
& ™ Ewery visit ko the page

- Cwery time you start Internet Cxplorer

" automatically

@ e

—Temporary Internet files Folder

Current location:  Ci\Documents and Settingsi01751 Local
Settings| Temporary Internet Filesh

Amount of disk space to use;
1

455 = ME

Maove Folder., .. | Wiew Siles, .. F “igw 'Q'tu-je-c'ts::.- 'l' 1
L]

Ck I Cancel |

(Figure2)
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F Downloaded Program Files A o ] 5
File Edit Wiew Favaorites Tools Help |i
4= EBack » = - 3 | Qhsearch [ Foiders <4 | 30 X = | EH-

Address |@ Downlosded Program Files _ . j @60

= T g 0
el - . B B B
v, J A
. "

L= n )™ Java Runtime  Jawva Runtime  Java Runtime  Java Rontime
Downloaded Prograrn. g .,. Environme,..  Environme..,  Environme,..  Environme..,
Files -

va oy
() Object :!; li 5"
0 Objed MUWebCon,., Shockwave  webWiewer  WilwebCo,.,
Class Flash Object Contral Class
‘1 obiect{s} selected A
(Figure3)

Step 9. Re-login IP CAM and type the Account ID and Password.
Step10. View Current Version to check if the upgrade is successful or not.

Note: After finishing Step 6., do not operate IPCAM and cause it disconnected.
Otherwise, it would be damaged and needed to be repaired by factory.

Strongly recommend: Please follow the connection method in 2.2.

Open the browse and access into network monitoring screen. Then,
execute the work of upgrade. (The reason is that the worse stability
of the network might cause update failed and damage the device.
Then the device would be repaired by the factory.)
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APPENDIX
APPENDIX A. USING A PPPOE DIALUP CONNECTION AND DDNS wITH THE DN-16023 EZ IPCAM
(USING A HuB))

This section is intended to help users connect to a computer to the IP CAM7100 via a hub. It
also describes how to connect to ADSL with a PPPoE type IP address and also how to connect
to the DN-16023 using DDNS. The directions are as described below:

A. Apply for a DDNS account using your home computer.

B. Connect to the DN-16023 with your home computer (using the CAM_EZ Search Tool).

C. Setup your DN-16023 to connect via PPPoE, and enter your DDNS settings.

D. You may now view your EZ IPCAM with DDNS viewer.

A. Applying for a DDNS Account with Your Home Computer
To do this, you must first have a Cable/ADSL Ethernet modem (with RJ-45 connectors),
and make sure that your broadband provider (ISP) is properly connected to the Internet.
Step 1: Turn on your home computer and connect to the Internet. Open Internet Explorer
and type in http://www.dyndns.org/ website.

Step 2: Go to the “Account” Menu, and click on “Create Account”.
D) ’g'] hittp:ihwrwrw dymdns orgfaccount!

DynDNS.org

About | Senvices Support | Developers | News |

Cre?te Account Your Account
Login

Lost P 1?
oSt Passwore Username: Password: Login
Billing A it x
Account Upgrades «Create Account | Lpst Password?
= L]

“ssssssmmnmnsn >

Copyright © 1993-2005 Dynamic Mebwork Services, Inc.
Privacy Policy | Acceptable Use Palicy | Trademark Notices

Step 3: Enter the desired account name (the account name “domain” is used in this
example). Enter your E-mail address and password application. Click on “Create
Account” to complete the application.

art forth in this keccptable Wae Folicy ["AOF™) and any othes
cpeeating cules and policies ser focch by DynliéS. The AUP comprises

| have read and agree to the Acceptable Use Policy above:

Username
Usemame limin

Your username will be used to login to your account and make changes.

E-mail Address
E-mail Address i lFrosicon Confirm E-mail Address:

Wai | Fromécon
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| CEPLENRS ) AL NI UL LA U LLIET CCPTEEGTIE ) MMUEL L
Taz-ra mrd Corditionr zac Zorth in this iccapeosdkla Use Folicy
|TAPT] and any okbsr dapecating ftules A polisica ot ILocth
by DynldEE, The 0P och@risss che Snnlce Sgpssmsns DELwEsn
tta Membacs mrd DynlllS and socpacszsdss sll Foiorc agressmazca
E=fueen The paifler rogoecdisg Lhe zuwbbett mabic:r conbtained
fetEin. BV CONFLETIEE: THE FEGLATRATICH FPRCCERE GHD CLICETHI
TEL "lkocage™ BOTTCOH, T00 ARLE CHDICATILHG TOOR AGFRIENERT TO GE
EOTHD EY ALL OF THE TIRAS ARG CORMDITLIOME OF THE AUP.

. DESCRIFTION OF SIRUICE -
1 igred Eo e almp:
1wl iy Criate oni (1))

(res sgEmamek :

Step 5: If the application is successful, the following shall appear on your screen.

DynDNS.org

Account Created

Crrale Accoud
Lagin
- Your socount im . a3 been Craated. Directions Tor acievating your scoount have foen sent 1o

(g phddEsg com b [o complols registraton . plaass lollow B dirschone el pou wall redinng. You must comphile

Account Upg ades hese steps within 48 hours to complee your regstration

SLA
w'I"ll 5 1.fl" racane e confinmaton s-mel vathin & fanw minges. F ||'-Fv— ke Ceain Eal your spam Btenng alows
A T '|-:|| IJ..FI Thckrdieg oog 10 B Giliained. ¥ you R N8 casivied (Fes-6-risail wilhin an hour of $o,
I'E'a.fJI':’S- aQ Rresed

Following thr irrstruchcns in Bhi patiwiond resed ¢-mal will @lso comhim your iy socount. 1you don't recead the
passwond resel s.mal aither, wou should check wih ywour a-mail prover 1o detanmine winy you are nol redeing
MES MesTages

Step 6: After your application has been completed successfully, respond by E-mail to
confirm, and go back to http://www.dyndns.org/ to enter your user name and
password.

Step 7: Go to Dynamic DNS from the “Account” menu, and click on “Add Host”. The
following should appear:

About | Services Support | Developers

F ;
domain

|Account Settings

E-mazil: | J.la1l}r0m@c0m
Ed|t Frefs

Chanqe sername

Visit the service-specific pages by following the linked service nam:

-Your Hosts & Zones
Custom DNS (Add Zone)

:Domam Reqislration (Register Domain)

- ¢-------.

Dy{namu, DN'S'(Add Hl:lst]'

MILLLLLIM
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Step 8: The “Services” menu should automatically appear. Choose your Domain Name
(gotdns.com has been used in this example for your reference).

DynDNS.org

About RV Account | Support | Developers | News |

Custom DNS .
Secondary DNS New Dynamic DNS Host
Maitiop Hostname | gotdns cam v
Domain Registration
Network Monitoring For yaur own damain (eg: yq
MyWebHop IP Address: 51.30.76.31
Enable Wildcard: O har-radio-op.net
Miail Exchanger (optional): homedns. arg
hornettp. net
[ Add Host ] [ Reset Fonhomettp.org
harneip.net
hamelinux. com
homelinux. net
harnelinus. org
] hameunix.com
Static DNS hameunix.net
WebHop homeunix.org
Prici is-a-geek.com
Leng is-a-geek.net
iz-a-neel org

Step 9: Enter your Host Name (domain has been used in this example for your reference).
Click on “Add Host” to finish.

Sanrdcet Astount Supped
Hevers

New Dynamic DNS®™ Host

JEEEEEEEN,
.
Hosinanme: = | domaim ] | pwraor -
’
IP Bddress: o T
Enabie Witdcard: I
Miall Exchanger jopeional): | ovs EackapMEF
= Add Howl WMt Mo
. : i !
‘l EEEEEEN I.

Step 10: After the new hostname has successfully created, the following screen should
appear:

Logged ¥ s sqlpeam 107 (L

About .ﬂ.-x-:-um Support  Developers | Mews

Hostname Created
The hesiname you have reguested has been created. The informati on now in the database snd DS system is

Hostname:  domain, gotdns. com
I address 211,78, 174,94
Wiildeard N

Mail Exchanger Nong
Backup hx: N
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B. Connecting to the DN-16023 EZ IPCAM with Your Home Computer (Using the

CAM_EZ Search Tool)
Step 1: Please connect the DN-16023 EZ IPCAM to the HUB as shown in following chart :

INTERNET

Step 2: Open CAM_EZ Search. Click on “Update” to begin searching for any DN-16023 EZ
IPCAM connected to the local network. The menu should automatically display the
EZ IPCAM under the name “DN-16023". It is recommended that you first change
its IP address to 192.168.9.1 (factory default). For gateway, it is recommended that
you use 192.168.9.254. Click “submit” to update.
5

IP Assignment: STATIC
Version: [P_Cam_VZ. 2_F5

1 " Update Exit
QJBIEWUEH ey = A
l Name 1P _Cam  PPPOE Mac 0
5[
3 Iﬁ Ié% ¢ DHep | Udp Tool Port
l (o STATIC
SubMask = T’m PPPE Account
Geke . TS 2R Accountépppoe. con, t
PPPoE Password
Http Port e ol ﬁl ------- '
R LLLLLL

Audio Part

e Subimit 3
1500 1500 6:535 ubmi

Status:  OK

Step 3: Go to My Computer > Control Panel > Network and Dialup Connection > Local

Connection > click on “Preferences (P)”.

- Local Area Connection 2 Status

General ‘ Suppart

Connection

Connected
00:26:40

100.0 Mbps

Status:
Duratior:

Speed

Activity

Received

Packets 224 0
»
o[ Fopates |8 Disable |
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Step 4: Select “Internet Protocol (TCP/IP)”, and click on the preferences (R). Click on “Ok”.

-& Local Area Connection 2 Properties EJE|

General | Authentication | Advanced

Connect using:

ES ASUSTek./Broadcom 440x 10100 Integrated Controller

Thiz connection uses the following items:
gclient for Microsaft Metworks
gFile and Printer Sharing for Micro i ettt
(o5 Packet Scheduler
= o < —select

ol 1L/
CIIIIIIIIIIIIIIIII' :..I...I...Il.
oy -a-----------'

D escription

Transmizzion Contral Protocaol/Intermet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Shaw icon in notification area when connected

E ok 3 Cancel
o

Step 5: Change the IP Address to 192.168.9.2. Change Subnet mask to 255.255.255.0.
The default gateway is 192.168.9.254 (Change the IP address to any numbers
within the range of 192.168.9.2 — 192.168.9.253). Click on “ok”.

General

'ou can get |P zettings assigned automatically if your network, supports
thiz capability. Othenvize, pou need to ask your network administrator for
the appropriate 1P settings.

() Obtain an IF address autamatically
(%) Uge the following |P address:

1P address: 192.168. 9 . 2
Subnet mask: 286 255 285 . 0
Default gatewveay: 192,168 . 9 | 254

(%) Usze the Follawing ONS server addiesses:

Preferred DMS server: 192 168 . 1 . 254
Altemnate DMS server 1920168 . 1 . 1|

T

[ Cancel ]

Step 6: In EZ Search Tool, click on Update once more to search for IPCAM on the local
network. Double click on “IP CAM7100” from the list, and your browser will automatically take
you to the IP CAM7100 EZ IPCAM login window.

Please refer to P.10 for information on how to browse the surveillance video from the IP CAM
EZ CAM.

IP CAM USER’S GUIDE PAGE 49/57 Rev. PV1.0



IP CAM User’s Guide

Pan/Tilt IP Surveillance Camera

C. Changing the IP CAM EZ IPCAM 7100 Settings to PPPoE / Using DDNS
Step 1: Select “Network” to open the network menu. Enter your account ID and password
in the appropriate field in “PPPoE” (in this example, we have used Chung Hwa
Telecom ADSL for your reference). Click on “Submit”.
Network Setup

IP Assignment
L] L] ]

192.168.9.1 00150f002acd
2552552850

192.166.9.254

Account@pppoe.com

Motice! Click Re-boot button to initizli = required o

HTTP Server

DNS Server

168.95.1.1
0.0.0.0

Step 2: Go to the “Server” menu. Enter the host name, account ID, and password in the
appropriate field in “DDNS Server”. Click on “Submit” to finish.

Server Setup

Mail Server MailServer.com tw
IailFrom@carn.tw

MailTo@eorm w

Futy BORET FtoServer.com.bu
FtoUseriame

DDNE domain dyndns arg

NTP Server 192 54140

[GMT+3:00) China, Hong Kong, Australia Western, Singapore, Taiwan Russia %
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Step 3: At this time, you must change the IP settings of your home computer back to their
original values (automatically retrieve IP address). To do this, click on “Network
Neighborhood”, right click on the preferences (R). Select your local connection and
right click to view the preferences (R).

s Network Connections I;\@D:d
Fle  Edt Wiew Favorites Tooks  Advanced  Help "
@k - () (T Dsesch [ Faders | [T~
Address | € Netwark Connections v‘ cl

#  LAN or High-Speed Internet

Network Tasks

& Connection 2
[&] Create anew
connection il A Disable
) Setup a home or small Stab
" office network. atus
& Disable this netwark Repair

device Bridge Connections

&, Repair this connection
mfj Rename this connection Create Shartcut

& View status of this
connection Rename:

Change settings of this

connection

Other Places

@ Control Panel

& My Hetwork Places
[} My Dacuments

i§ My Computer

Details

Local Area Connection 2

14 start € G w3 wnd lorsr - | Bl MES10 - WordPax

P, e 12:14 AN

Step 4: Select “Internet Protocol (TCP/IP)”, and click on the preferences (R). Click on “ok”.

-4 Local Area Connection 2 Properties

General | Authentication || Advanced|

Connect using:

| =8 ASUSTek /Broadcom 440x 104100 Integrated Controller |

Thiz connection uses the following items:

g Client for Microsoft Mebworks
S File and Printer Sharing for Microsoft Mebworks
4=l o sRacket Echesnles =

»

L | termet P I [T 3
-.-III-III III-III' YE NN EEEEEEEEBEN,
]
.
Install.. Urinstal .

L]
*ssssssnmnnnn

D escription

Trarnsmission Control Protocol/lntermet Frotocol. The default
wide area network protocol that provides communication
acrosg diverse inkerconnected nebworks.

Show icon in notification area when connected

assssmmEmE,
L) ]

= ak. Cancel

IP CAM USER’S GUIDE PAGE 51/57 Rev. PV1.0



IP CAM User’s Guide

Pan/Tilt IP Surveillance Camera

Step 5: Select “automatically retrieve IP Address (O)” and “Automatically retrieve DNS

server address (B)”. Click

Internet Protocol (TCP/IP) Properties

on “ok”.

General | Alternate Configuration

the appropriate P settings.

CEEEEEEENEEEEEEEEEEEEEEED

2 Dbtain an IP address automaticallyy

4ENEEENENEEEEENENENENEENENEED
() Uze the follawing IP address:

“ou can get [P gettings aszigned autoratically if your netwark, supports
this capability. Otherwize, you need to ask your network, administrator for

]

4NN NN NN NN NN NEENEEEEEEEEEEE,
.

@®ilbtan DNS server address automaticalle 2

T >
() Usze the follawing DMNS server addresses:

]
]

- -
o ak. » Cancel

D. Using the IP CAM EZ IPCAM 7100 with DDNS Viewer.

Step 1: Open CAM_EZ Search, and Click on Update. Wait for about 60 seconds (actual
time dependant on the quality of your connection), and the IP CAM EZ IPCAM
should be detected automatically. Click on the EZ IPCAM to view its IP and
Gateway settings. If the system detects a floating IP address, submask, or
gateway that cannot be changed, it means that the IP CAM EZ IPCAM on the local
network has been successfully connected via a PPPoE connection, as shown

below:

o .,
. Update G
H

JIRPEQQIDEE e e =

Marme W

1P =| 192, 168. 0. 106

SubMack, - 255. 255. 255. 0

GateWay  =|192. 168.0, 1

Http Pork . 80

e b Il e

Audin Park 1500 1500~65535

Skakus ; QK

Exit

IP Assignment: STATIC
Version:IP_Cam V2. 2_F5

@ pppog | MaC '
h?'”cp |Uadtaptport [0
" STATIC
R SPERRE RO T,
: 7 | TI7618648hinet. net 3
. PEREE PASEAGYT Tt
;_.,' . 2 e .:| ]
= Subrmit E

anmmnnnnnan’
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At this time, you may select the EZ IPCAM that has been detected. Your browser should
automatically open to the EZ IPCAM login window.

Step 2: You may also view the surveillance video from the IP CAM EZ IPCAM 7100 via a
browser from a remote connection (such as your office) by entering a preset DDNS

{ps2 29 w=320] [b—r'.l‘-'.h,' Len

APPENDIX B. FAQ :
General questions for IP Camera

Q1 : What is IP Camera?

A: IP Camera is an independent system that can connect to network or wireless network directly. It
is different with general camera. It is an all-in-one system with built-in CPU and transmits
high-quality video monitoring images via browser control and network. The IP Camera can setup
or view the Web browser of remote PC/Notebook through network.

Q2: How many IP Cameras are allowed to be connected in LAN?
A: Eight IP Cameras are allowed to be connected in LAN at one time. Transmitting too many
packets through LAN might lower down the efficiency of the network.

Q3: What algorithm that DN-16023 uses for compressing images?

A: IP CAM uses JPEG file format to compress the images and uses dynamic JPEG image
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compressing technology to process dynamic videos. Thus it can ensure both high-quality screen
and high-compression ratio of the images. JPEG is a standard industry image compression
technology, which can apply in various programs of browsers and does not need any plug-in
software for viewing.

Q4 : How can | promote the image quality?

A1: Please make sure the color setting for your monitor display is 16 bits or above. 16 color or 256
color will reduce the image quality for your monitor display and result in bad quality of the video
images,

Q5: Can | capture the static images from IP Camera manually?
A: Yes. You can capture the static image form the IP Camera. While browsing the screen on

network, right click the mouse on the static image or click |——| Snapshot button on the

screen to save the picture with another filename. You can click the Re-arrange button on the
browser to re-capture the new screen via IP Camera.

Q6: Can | use IP CAM outdoors?
A: The IP CAM is not waterproof. You have to attach waterproof cover on it for using outdoors. By
the way, we do not recommend you to do so.

Q7: What kind of network cable is necessary for IP CAM?
A: Standard RJ-45 Category 5 UTP twisted pair is necessary for IP CAM IP CAM to connect 10
Base-T and 100 Base-T network communication.

Q8: Can | use IP CAM as general PC camera?
A: No. DN-16023 IP CAM can connect and transmit through network or wireless network only, and
cannot be used with the same usage as a general PC Camera.

Q9: Why the time setting for the image is incorrect?

A: Please confirm the setting of SNTP is correct or not, especially Gateway must be able to
connect Internet. And make sure SNTP server can work normally. In addition, while initiating
the system, it will connect to SNTP sever to synchronize watches. Later it will be performed
again for every hour.

Q10: Why the IP Address cannot be renewed?

A: Please make sure if there is any IP address of certain device uses the same IP address with IP
CAM. If yes, please connect IP CAM to your computer to get rid of the interference of other
devices. Then, the update of IP address can be carried out.

Q11: Why DN-16023 can be searched by IP Search Tool but cannot be linked by IE browser?
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A: The reason is that the configuration for IE Browser is incorrect and results in browsing IP CAM

properly. Please close the Proxy server function.
To close the Proxy Server function, please do the following:

Internet Options(O)—Connections— LAN Settings(L), check the box of Bypass proxy server

for local address
Q12: If | do not want to use SD card, can | send mail out?
A: Yes, currently, Save in Flash Card and Mail Image can be used at the same time.

Q13: Why the video films cannot be shown from Internet?
A1: The ActiveX control might be invalid. If you use Internet Explorer 4.0 or above, please make
sure ActiveX control is invoked on network setting. Please refer to 3.2 LiveView — real time

monitoring network browse settings to set your Internet Explorer.

A2: Please make sure your |IE browser supports ActiveX control. If you use Internet Explorer 4.0 or
old version, you have to upgrade your network browser software to view the video images
from IP Camera.

Q14: It seems that my network browser cannot be used with IP CAM smoothly. Why?
A1: Please make sure the version of your Internet Explorer is 6.0 or above. If the problem still
exists, please visit Microsoft web site for obtaining newest Internet Explorer.

Q15: How can | know the Active X control having been installed in the computer?

A1: Check if the program code of Cam Image Class is installed in C : \Windows\Downloaded
Program files folder of your hard disk. At the same time, “Installed” should be displayed on the
status bar. If the file is not listed on the above folder, please make sure the security settings of

Internet Explorer are properly or not. Then reload the web page of IP Camera for trying again.

Q16: Page Error message is shown in the status bar on the left side of the web page of Internet

Explorer.

A1: The ActiveX control was not downloaded and installed correctly for the IP Camera. Please
check the security settings of Internet Explorer and close it. Restart Internet Explorer and try to

browse and login again.
Q17: There is something wrong with the focal distance of DN-16023. How can | improve it?

A1:Focus the IP CAM manually. You can adjust the focal distance to a proper focal length.
Q18: If | forget IP password and IP address, how can | connect and access IP CAM ?

A: For the user who forgets IP password and IP address, please press and hold reset for five
seconds to return to the factory default settings.
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Q19: When | complete the factory default setting recovering, what should | type for Account ID and
Password?

A: Account ID=admin > Password = password (small letter)

Q20: When the mails cannot be sent out, what things will DN-16023 do for it?

A: If DN-16023 found that the mails could not be sent out due to some reasons, it would stop the
action of sending this mail out and return to the status of normal operation. It will not execute
the work of retry.

Installation Problems of IP Camera

Q1: Can IP Camera be operated in the environment of virtual IP (general local network)?
A: Sure. DN-16023 IP Camera can be operated in the environment of virtual IP (general local
network).

Q2: Can DN-16023 IP Camera be installed inside the firewall of network?

A: If the IP Camera is behind the firewall, port 80 usually is used for common web page
communication. You can change the port number for the IP Camera with 80 simply. And the
system will be active normally. Also, you can modify the firewall settings manually to make IP
Camera passing through the firewall easily. Or you can modify the NAT Route setting, and invoke
NAT forward function or DMZ function. It can forward the internal packets on the external network
to the virtual IP address in the network.

Q3: | cannot connect IP Camera through IE browser.

A1: It might be that the IP address has been used by other device. To solve this problem, you
have to disconnect the IP Camera with network. Then, use CAM_EZ Search to assign another IP
address that no device uses to the IP Camera.

A2: Check the LED on the network. Green and orange LEDs should blink. The green LED in the
front side will light or dark regularly. If not, please check the connection of the network between
two ends.

A3: Please make sure IP address and communication port that you connect are correct. You can
use CAM_EZ Search tool to inspect the settings of IP Camera. Please confirm the gateway
settings of IP Camera matching the settings on gateway/router. It might be errors in the gateway,
please refer to the description of the gateway.

A4: Please check if there is any conflict happened among the communication port (initialing value
=80) of IP Camera, the IP setting/Gateway setting, and your gateway/router. Please modify the

IP CAM USER’S GUIDE PAGE 56/57 Rev. PV1.0



IP CAM User’s Guide

Pan/Tilt IP Surveillance Camera

settings manually.

A5: If the IP Camera is installed inside LAN (behind NAT Router), then the external Internet
Explorer of NAT Router cannot join to this IP Camera. You can modify DMZ or NAT forwarding
function of the router to assist the packets in Internet to be directed to this IP Camera correctly. At
the same time, you can open DDNS function to make the network address connecting to this IP
Camera easily and conveniently.

Q4: The power LED blinks for a long time. What’s wrong with it?

A: It might have trouble in power supply. Please make sure the power supply is offered by IP
CAM. The specification is DC 5V1A. In addition, please check if power cord connection and

power adaptor are installed properly. If there are problems still, please contact with your dealer
quickly.

Q5: The network LED indicates there is a problem occurred, why?

A1: It might be something wrong with your network cable. Please make sure the network cable is
OK. If the network cable is not normal, please replace a new and normal cable. Then the problem
can be solved.

A2: There might be something wrong with the network equipment connecting to IP Camera, e.g.,
hub or switch. Please make sure the power of these devices is connected correctly. Then, shut
down and restart the device for initiating test.

Q6: IP Camera cannot move smoothly in LAN, why?

A1: It might be that a firewall protects it. Please use the highest administrator of the system to
inspect the firewall settings. When you want to connect IP Camera of inner network from external
network, you probably need to change the firewall settings.

A2: Please make sure there is no conflict between IP Camera and other devices in the network.
A3: The default router might result in such problem. Please check your router’s settings and adjust
to allow IP Camera connecting to external area of LAN. (For example, you use NAT forwarding or
DMZ function of the router to make the inner network connecting to outside world.)

Q7: Why the image is in the black after you properly set up your IP cam?

A: Tt could be the effected by the safety re-new program from Microsoft, please check

with your local dealer for the update information.
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